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Legal Notices

Warranty

The only warranties for products and services are set forth in the express license or service agreements
accompanying such products and services. Nothing herein should be construed as constituting an
additional warranty of any kind, implied, statutory, or in any communication between them, including
without limitation, the implied warranties of merchantability, non-infringement, title, and fitness for a
particular purpose. Accelerite shall not be liable for technical or editorial errors or omissions contained
herein. The information contained herein is subject to change without notice.

Restricted Rights Legend

Confidential computer software. Valid license from Accelerite or its licensors required for possession, use
or copying. No part of this manual may be reproduced in any form or by any means (including electronic
storage and retrieval or translation into a foreign language) without prior agreement and written consent
from Accelerite.

Copyright Notices
© Copyright 2021 Persistent Systems Ltd. All rights reserved.

Trademark Notices

Accelerite and Persistent are trademarks or trade name or service mark or logo of Accelerite/Persistent.
All other brands or products are trademarks, trade name, service mark, logo or registered trademarks of
their respective holders/owners thereof.

Disclaimer

The SUREedge products are available and support only the English language.

© 2021 Persistent Systems Ltd. All rights reserved.
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Introduction

SUREedge DR provides data protection and disaster recovery solutions for physical servers,
VMware, and Microsoft Hyper-V virtual environments locally, remotely, and cloud-based virtual
servers. By protecting your servers with a source SUREedge DR instance and connecting it to a
target DR instance, you can recover your entire network in the case of a disaster. SUREedge
DR instances can be in data centers, or public or private clouds, allowing many possible
protection schemes such as inter-site, datacenter-to-cloud, cloud-to-datacenter, inter-cloud and
inter-region within a cloud.

Deploying SUREedge DR

An instance of SUREedge DR is a software appliance that can be installed within any virtual
environment to perform the critical functions of recovery. At the most basic level each
SUREedge DR instance is capable of:

\ Capturing a data-consistent image of a system without agents or additional software

\ Transforming that image so that it can be run in the desired virtualization environment
\ Instantiating the captured and transformed image within the target environment
\" Deployment Scenarios

SUREedge DR supports many different deployment configurations to meet the needs of various

situations:

\ Cloud-targeted DR where the cloud is leveraged as a failover site for on-premise workloads
or workloads in another cloud.

\  Site-to-site DR where the source and target environments are non-cloud based

\"Intra-cloud DR where the goal is to protect against unavailability due to loss of resources in
or connectivity to a region or zone within a public or private cloud.

\ Cloud-to-site DR which reverses the cloud-targeted scenario and uses a non-cloud, on-
premises virtualization environment to protect cloud-based workloads.

In all these scenarios an instance of SUREedge DR is deployed in each of the source and
target environments. The source SUREedge DR instance is responsible for capturing images of
the protected systems and efficiently transferring them to the target instance. The target
SUREedge DR instance receives and manages the system images and orchestrates the
transformation and instantiation process when recoveries are performed.

© 2021 Persistent Systems Ltd. All rights reserved. 5
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Installing SUREedge DR Instances

The specifics of deploying the SUREedge DR in a given environment is covered in an Install

Guide for that environment:

\" SUREedge DR 6.6.1 Install Guide for GCP: This guide helps you install SUREedge DR
6.6.1 on GCP using the Google Cloud Marketplace. Once you launch SUREedge DR
instance in GCP, user can download installers for another environment via the DR UI.

\" SUREedge DR 6.6.1 Install Guide for Hyper-V: This guide helps you obtain an installer
and to deploy SUREedge DR 6.6.1on Windows Hyper-V.

\" SUREedge DR 6.6.1 Install Guide for VMware: This guide helps you obtain an installer
and deploy SUREedge DR 6.6.1on VMware.

\" SUREedge DR 6.6.1 Install Guide for AWS: This guide helps you obtain an installer and
deploy SUREedge DR 6.6.1 on AWS.

\ SUREedge DR 6.6.1 Install Guide for Azure: This guide helps you obtain an installer and
deploy SUREedge DR 6.6.1 on Azure.

\ SUREedge DR 6.6.1 Install Guide for AHV: This guide helps you obtain an installer and
deploy SUREedge DR 6.6.1 on AHV.

You can obtain the installer(s) and installation guide(s) for your specific needs through your

designated contact at Accelerite or by contacting the Accelerite Support team at

support@accelerite.com.

After deploying a SUREedge DR instance it will consist of two virtual machines:

\" A Management Console or MC VM that serves the SUREedge DR Ul and performs all
scheduling and coordination of operations.

\" A Datastore or Store VM that manages the de-duplicated image store and does the data
streaming for image capture and inter-instance transfers.

The two systems work in concert to perform the operations required to complete recovery.

© 2021 Persistent Systems Ltd. All rights reserved.
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SUREedge DR Licensing

Each instance of SUREedge DR must be licensed to perform recovery. If you have not received
your license(s), you can obtain it (them) through your designated contact at Accelerite or by
contacting the Accelerite Support team at support@accelerite.com.

P Persistont b L I R e

£ Settings Configuration Licensing

L s O, ‘b 2 OO C v gl © T Vrreumired e el A rigieby s

Once you purchase the SUREedge DR, you will get a permanent GUID license. These licenses
are tied to a specific SUREedge DR instance. To obtain your GUID licenses, you need to supply
the Appliance Serial Number to Persistent Systems for all your SUREedge DR instances after
they have been installed. Detailed instructions on getting your Appliance Serial Number(s),
obtaining your permanent licenses, and applying them to your SUREedge DR instance(s) can
be found in the Settings section of this guide for your platform.

Once you have license(s) for your SUREedge DR instance(s), you must install it before
performing recovery operations. Instructions for installing licenses on the SUREedge DR
instances can be found in the Settings section of this guide.

© 2021 Persistent Systems Ltd. All rights reserved. 7
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Getting Started

This section provides you a brief overview of the SUREedge DR user interface (Ul) and its
functionalities. It is through this Ul that you will configure the SUREedge DR instance, add
servers, perform captures, test captures images, and instantiate images in the GCP
environment. If you are a new user or if you wish to enhance or refresh your knowledge about
system recovery using the SUREedge DR make sure that you thoroughly read this entire
section including the subsections.

Accessing SUREedge DR User Interface

The SUREedge DR Ul is accessed by connecting to the Management Console (MC) component
of the SUREedge DR instance with a web browser (Google Chrome is recommended). Once
SUREedge DR is installed you can access the Ul by pointing your web browser to the new
instance’s Management Console (MC) using a URL:

http://<MC IP address>/

(You should substitute the IP address of the SUREedge DR MC for <MC IP address> inthe
URL.)

Note: It's recommended that you use the latest version of Google Chrome web browser when
accessing SUREedge web UI.

It displays the login screen for the SUREedge DR instance:

DISASTER RECOVERY

j) Persistent

Protect business-critical applications on any virtual, container, or physical server with SUREedge DR fo any cloud or fo a
site.

= Register Username

®

;’ Protect \ Password &

£9 Recover

For more information see the

You should log in using the Username and Password that was set while installing your
SUREedge DR instance. Once you log in, the main SUREedge DR Ul appears. The Ul
elements are described in the following sections.

© 2021 Persistent Systems Ltd. All rights reserved. 8
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SUREedge DR Ul Elements

This section will walk you through the elements of the SUREedge DR user interface. For
example, when you first log in you will see the DR Dashboard:

P 1
-J” Persistent

Aug 5.2021 10:11AM  Syreline ~

Registered

10

Al =

Job Summary

Replicating

0

Al =

Protected

0

Al ~

Recovered

2

Al =

Error

5

Al =

m This Week Last Week

SUREedge DR. Viersion: 6.6.1.20643 Gopyright © 2021 Persistent Systems Limited. All rights reserved. ‘ 4

Each page in the DR Ul has four main elements:

1. Header
Tabbed menu

2.
3. Working area
4. Footer

Header

The Ul header contains information about the SUREedge DR instance where you are logged in:

Aug 5, 2021 10:12AM  Syureline ~ |

o) i
| ~J” Persistent

On the left side of the screen is Persistent logo and on the right side is the username under
which you are logged in. Clicking on the dropdown, you can view the About link that displays
information on the Product Name, SUREedge Version, and Serial Number and also a link to
Logout of the SUREedge DR instance.

Tabbed Menu Bar

The tabbed menu bar gives access to the main functional areas of the SUREedge DRUI:

B Dashboard = Regisier @ Protect ) Recover B Reporis & Setiings

© 2021 Persistent Systems Ltd. All rights reserved. 9
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There are seven tabs on Menu bar which are as follows:

TAB Description ‘

Dashboard Displays an overview of all protected servers and processes
Register Displays a list of registered servers and allows new servers to be registered
Protect Displays details of server protection and allows protection plans to be set up
Recover Allows protected systems to be recovered in the target environment
Jobs Displays progress and status of DR operations

Produces various reports for summarizing protection status, inventory, and so
Reports on

Gives access to SUREedge DR’s software options and configuration
Settings parameters

The currently selected tab is highlighted to indicate the area of operation that is represented in
the main Ul workspace.

The Working Area

The main Ul workspace is the working area where you can explore information about the

system and perform operations. The contents and the structure of the workspace changes

depending on the tab currently selected. For clarity in referring to different workspaces, this user

guide identifies a workspace with the web page name, which is displayed in the upper left

corner.

There are two main types of workspaces in the SUREedge DR UI:

\ Grids: Contain lists of information about an area of operation (such as servers, plans or
jobs).

\" Dashboard: Presents an overview of the state of all servers and plans and allows details to
be explored.

Grids

Grids are used to display lists of related objects, such as servers or jobs. While the specifics of

any grid depend on the type of information being displayed. There are many attributes common

across all grids:

\ Grid toolbar and links: Wherever relevant, a workspace has an additional workspace toolbar
based on the information being displayed or manipulated. The tool bar may contain icons or
text links.

P Persistent Aug5.2021 1027AM  Sureline

All Servers O Tyee P Address DNS Host Name Flan Group Size Status oy

© 2021 Persistent Systems Ltd. All rights reserved. 10
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\ Pagination: A grid may have to display a large volume of information. To avoid long waits
associated with loading many records, large data sets are divided into pages. The number of
records (rows) in a grid’s current page and the total number of records in all pages are
displayed at the bottom right. When there is more than one page of records the grid
pagination bar with controls to navigate between pages is shown, as well as to control the
number of records to display on a single page.

apiured
Transfeming O .'\ 10.1.0.18 centosT-vip 1009.23 MB Caching : I
Transfemed

(ERTIEIE ems perpsg 10 1-10.0f 10 1

Recovered

SURE=dge DR, Version: 6.6.1.20842 100 Copyright © 2021 Persistent Systems Limited. All rights reserved.

\" Scroll bars: Wherever a page’s size exceeds the height or width of the browser window
vertical and horizontal scroll bars will appear in the workspace.

\ Sorting within grids: Most grids can be sorted by column values. Hovering the mouse
cursor over a column can be sorted a pair of arrows will appear in the header for sorting in
ascending or descending order.

Su.re"ne. Jan7,2021127FM Administrator

% Dashboard = Register @ Protect © Recover @ Jobs 18 Reports # Sefings

£ Register

(DREGISTER

jj Persistent Aug 52021 10:33AM  Sureline ~

(Z)REGISTER

Al Servers O  Tpe F Address DHE Host Name Plan Group Size Status # Action |

\" Searching on grids: Where appropriate, workspaces have text boxes for filtering and
searching for specific records in a grid. You may enter a few characters of the item you want
to search for, and the workspace will display the records containing those characters. To
clear the search simply clear the text in the search box.

J) Persistent Aug 5.202110:37AM  Sureline v

= Register @ Protect

= Register

(£)REGISTER

All Servers O Type F Address DNE Host Name Flan Group Size Status Action l

© 2021 Persistent Systems Ltd. All rights reserved. 11
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\"  Row Actions: In some grids there is an action column that provides a pulldown menu which
allows access to all available operations on the item represented in the row.

'_')O Persistent Aug 5, 2021 10:43AM - Sureline v

= Register @ Protedt

&= Register

(F)REGISTER

All Servers O P Address DN S Host Hame Plan Group Size Stztus | Action

TYPE
O a'\ 10.128.0.32 ubuniul13-vip 1.55 GB Transferred

Windows

Linue o A 101018 centosT-vip 1009 68 MB Cached
STATUS o A 10107 ubuntu3-vip 1468 Reco peers

Added

e O & 10106 wWin2k19-vip 2203GB Reco merREsH

i -

The Ul footer has three sections: The product name and version information are displayed on
the left side; the appliance name and location, if set, are shown in the center (these are set in
the Settings section); and the product copyright information is shown on the right side. These
are for information purposes and are not interactive.

SUREedge DR, Viersion: 6.6.1.20643 Copyright © 2021 Persistent Systems Limited. All ights reserved.
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The Dashboard

After you log in to SUREedge DR, the Dashboard page appears that provides a visual summary
of status of the server recovery:

- Persistent Aig5. 2021 1H18AM  Sureline

Registered Replicating Protected Recovered Error

Al - Al - Al - All - All -
Job Summary Last 24 hours This Week Last Week
1

28

10
E
’ 1

The Dashboard is divided into several sections:
\ Five cards summarize important information and status regarding the protected servers and
DR operations.

\" The Job Summary section shows a history of DR operations over a selectable time period.

Dashboard Cards

The dashboard cards give you immediate information regarding the status of your protected
systems and DR operations.

Each of the five server status cards displays the number of servers in the state the card. The
scope of servers represented by a card can be refined using a drop-down menu when available.
For example, the Registered card, displays the number of servers that have DR operations
currently running for them:

Feqgistered

10

Al -

© 2021 Persistent Systems Ltd. All rights reserved. 13
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Clicking on the dropdown shows a menu of sub-states to choose from to refine the counting
criteria:

~ Persistent Aug5. 2021 11204M  Sureline

Registered Replicating Protected Recoversd Error
All All = Al - Al - All -
Scheduled
Mot scheduled

Job Sumn...., Last 24 hours This Week Last Week

Clicking on the main section of a Ul card jumps to the Register tab and displays a grid of the
servers that the segment represents. For example, clicking on the Cached item from the
dropdown list of the Protected card display a grid of all the cached servers in the system:

~ Persistent Augs 2021 1122AM  Sureling v

Registered Replicating Protected Recovered Error
Al - All = All Al - Al -
Transferred
Cached
Job Summary Last 24 hours This Week Last Week

The following screen is displayed after clicking the Cached segment of the Protected card on
the dashboard:

© 2021 Persistent Systems Ltd. All rights reserved.
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- Persistent Aug5. 2021 1124AM  Sureline v

= Regisier @ Prolect 4 Recover B Jobs 1B Reporis £ Seliings

¥ Recover

All Servers O Type IP Address DNS Host Name # Flan Group Size Image State Status Action

TYFE
O .'\ 10,1018 cenfosT-vip 1010.13 ME () Cached
Windows

Linux
PLANS
GROUP
ETATUS

Added

Capluring

Caplured

Transfeming tems perpage: 10 of o

Job Summary

The Job Summary section of the dashboard gives different views of DR-related operations that
have run over a given period of time:

Job Summary (FEETIST  ThisWeek  LastWeek
p 40
15
10
ompizted
15:2218:22 7220022 ozz0322 nazeen 08220827

© 2021 Persistent Systems Ltd. All rights reserved. 15
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Aug 5,2021 11:26AM  Syreline ~

= Register Q@ Protect £ Recover B Jobs 1Bl Reporis ¢ Setfings

Job Summary Last 24 hours This Week Last Week
Total
12 28
10
_—
3
Running
’ 0

- Completed
]
g ; ¥
: -4
4 d &
&

& # 20
-?!\'r‘d- & ‘
_——

The time span represented in the Job Summary section can be set to the last twenty-four

hours, the current week or the past week by selecting the desired time period from the list in the
upper-right corner:

&
>
&

m This Wezk Last Week

Total

40

Running

39

S s O e
1

T

© 2021 Persistent Systems Ltd. All rights reserved. 16
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Job Summary Last 24 hours This Week Last Week

Total

28

— ‘

Running
: 0
- Completed
o
2 iy A D
L v ¥ g
b & & &

8 20

A A A
& & & 3 & ‘
h-__

The left side of the job summary view shows the protected job states over time in a bar chart.
Each bar is proportionally divided to represent the number of jobs in a given state (Running,
Completed, and so on). Hovering over a segment in the bar chart will display the state (which
represents segments as well as the number of jobs in that state):

-

%)

&
P
&
=

9,

Job Summary

20

(S]]

0@:22-12:22 12:22-15:22 15:22-18:22 18:22-21:22 21:22-00:22 00:22-03:22 03:22-06:22 06:22-09:22

© 2021 Persistent Systems Ltd. All rights reserved. 17
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Job Summary

[=0]

S

P

Clicking on a segment in the bar chart jumps to the Jobs tab and displays a grid of the jobs that
the segment represents. For example, clicking on a Completed (blue) segment in the example
above displays a grid of all the completed jobs in the system:

P Persistent Aig5, 2021 1131AM  Sureline ~
55 Dashboard = Regisier @ Protect D Recover i® Jobs 1Bl Reporis £ Selfings
O\ Search in all fizlds
& Jobs
Servers Type Start Time Duration i Status Action
win2k19-vip Transfer Aug 5, 2021 11:13 AM 4 minutes Completed
TYFE
Discover centos7-vip ImageCaching Aug 5, 2021 11:05 AM 7 minutes 870.33 KB Completed
Gt ubuntu18-vip Transfer Aug 5, 2021 11:03 AM 2 minutes Complsted
Recovery
Transfer win2k19-vip Gapture Aug 5,2021 11:01 AM fiminutes  42923MB  Completed
ImageCaching N .
ubuntu18-vip Capture Aug 5, 2021 11201 AM a minute 16.57 MB ‘Completed
Other
STATUS winZk19-vip Transfer Aug 5, 2021 10:55 AM 4 minuies Compleied
Running
items per page: 10 - —100f80 ;:"E > >
Failed

This grid can be searched and sorted to find information about a specific job. See the section on
the Jobs Column, Searching and Sorting for details on using the Jobs tab.

On the right side of the Job Summary is the state-wise view of the jobs in the form of a wave
chart. Each wave in the chart represents a state, and the segments of the wave proportionally

© 2021 Persistent Systems Ltd. All rights reserved. 18
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represent the number of jobs in that state which are in each state. Each jobs state is listed along
with the number of jobs in that state:

Last 24 hours Thiz Week Last Week

Total

40

SEE—— - - - N

Running

0
S

Completed

39
e—— e e

Failed

1
PEEEE

© 2021 Persistent Systems Ltd. All rights reserved. 19
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Registering Servers

Once the instance (or instances) of SUREedge DR is installed and configured the server
registration process begin by navigating to the Register tab. The Register tab displays servers
registered with SUREedge DR along with important information about each server — its name
and IP address, the size of its data image, and so on.

To register a new server in SUREedge DR, download and install the SUREedge Server Utility
on the server to be protected. To get started, click the Register button:

_P Persistent Aug 5.20211222PM  Sureline ~

= Regisier @ Protect £ Recover i Jobs 1B Reporiz ¢ Selfings

. .
= Register

All Servers [ P Address DNS Host Name Plan Group Size Status |y Action

TYPE
O a'\ 10128032 ubuntul8-vip 155GB  Transferred

Windows

Linux O == 10.125.0.41 win2k19-vip 2274GB  Transferred
STATUS oA 10.1.0.18 centosT-vip 1010.13 MB Cached

Added

Capturing O a"‘ 10.1.0.7 ubuntuls-vip 14 GEBE Recovered

Gl o i 10.1.06 win2k19vip 2203GB  Recovered

Transfeming

Transfemed -] 10125035 win2k19-vio 2275GE  Recovered

(EELiEny fems per page: 10~ 1-10.0f 10 1

B " —

It displays a page describing the registration process:

P persistent A5 2021 128PM  Sureline

SUREedge Server Utility

To start protecting a server, a SUREedge Server Utility needs to be downloaded and instalied on the server. Afler the installaion compietes, the SUREedge Server Utility will automatically register the server Afler the server registration is completed the SUREedge Web Ul can be
used to protect the nevdy registered server The SUREadge Server Uty captures the data on the server and sends it to the SUREedge instance 1o be profected

The SUREedge Server Utiity will be automatically uninstaied from the recovered server
For Linux Servers [y
Downioad the Server Utiity installer by execuling the following command on the server
12 wget -0 ./sureedge_server_utility_linux_installer.tar http://10.125.15.227/downloads/sureedge_server_utility lino_installer.tar Iy
OR:
1b. Download the Server Utiity using the browser and copy it onto the server o be protected: SUREsdge Server Utiity Installer for Linu
Then execute the following commands on the server o untar and instal
2 tar -xvf ./sureedge_server_utility_linux_installer.tar [[-j
3. sudo ./sureedge_server_utility_installer.sh --token 4sDse3sE75108630 (Y
For Windows Servers
1. Download the SUREedge Server Utiity using the browser and copy i onto the server 1o be protected: SUREedge Server Utity Installer for Windows
2. Unzip the downioaded fle. Execute the following commands on the server to install

SuREedgeserverutility.exe /tokenmdsDséas7sissse IO

SURE=dge DR, Version: 6.6.1.20643 Copyright © 2021 Persistent Systems Limited. Allights reserved

Download and install the SUREedge Server Utility on your servers as described in the following
sections. After the SUREedge Server Utility is installed, it registers the server with your

© 2021 Persistent Systems Ltd. All rights reserved. 20
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SUREedge DR instance and start the recovery process by kicking off the initial system image
capture.

Registering a Windows Server

To begin protection of a Windows server, download and install the SUREedge Server Utility on
the server to be protected. From the How to Register Servers page in the Register tab click the
link indicating the SUREedge Server Utility Installer for Windows:

Persistent Aug§.2021122¢PM  Sureline ~

SUREedge DR, Version: 6.8.1.20643 Copyright © 2021 Persistent Systems Limited. Allights reserved.

Once downloaded, unzip the installer and run the following command in a command window:
SUREedgeServerUtility.exe /token=<TOKEN>

using the value for <TokEN> indicated on Register Servers page as shown above. For
convenience the entire command can be copied from that page and pasted into a command
window.

Note: For advanced parameters and full usage description of the SUREedge Server Utility for

WAdministra
Supported

g Server to SUREedge.
Adding Serwer information to SUREedge.
Serwer lnformation added successfully. Use SUREedge Web UI

OK]
OK]
OK]
OK]
OK]
OK]
OK]
OK]

]

t

o schedule protection. Press any key to exitg

© 2021 Persistent Systems Ltd. All rights reserved. 21
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After installation has completed the SUREedge Server Utility will perform following operations:

perform discovery on the system being protected;

register the server with the SUREedge DR instance for protection;

submit the discovered system details;

start the initial system image capture.

The image capture process transfers the system’s data image to the SUREedge DR instance
from which you downloaded the Server Utility. In a single-instance deployment this is the DR
instance in the target environment. In a dual-instance deployment this will be the site-side DR
instance; and once capture is complete, the image will be automatically transferred to the target-
side instance.

Once a system image has arrived at your DR instance in GCP you can perform recovery as
described in the section, “Recovering Servers”.

Registering a Linux Server

To register a Linux server, download the SUREedge Server Utility Installer for Linux from the
Register Servers page. From the How to Register Servers page on the Register tab follow the
instructions to download and install the SUREedge Server Utility Linux on the server to be
registered:

P Persistent Aug’ 2021 1229PM  Sureline ~

SUREedge Server Utility

To start protecting a server. 2 SUREedge Server Utiity needs to be downioaded and instalied on the server. Afler the instaliation completes. the SUREedge Server Utiity will automatically register the server After the server registration is completed the SUREedge Web Ul can be
used 0 protect the newdy registered server The SUREedge Server Uity captures the data on the server and sends it to the SUREedge instance 10 be profected

The SUREedge Server Utiity will be automatically uninstalled from the recovered server

For Linux Servers I}y
Dovinioad the Server Utilty installer by exacuting the following command on the server
12 wget -0 ./sureedge_server utility linux_installer.tar http://1@.128.15.227/downloads/sureedge _server utility linux_installer.tar I_D
OR:
1b. Downioad the Server Utility using the browser and copy it onto the server 1o be protected SUREedge Se: Sty
Then execute the following commands on the server to untar and install
2 tar -xvf ./sureedge_server_utility linw installer.tar  I0Y

3 sudo ./sureedge_server_utility_installer.sh --token 4505638875105630 Iy

For Windows Servers
1. Download the SUREedge Server Utiity using the browser and copy it onto the server 1o be prolected: SUREsdge Server Uity Instalier
2 Unzip the downioaded file. Execute the following commands on the server 1o instal

SuRcedgeserverutility.exe /tokensdsDss3ss7si0s63e Y

SUREedge DR, Version: 6.8.1.20043 Copyright © 2021 Persistent Systems Limited. Allights reserved

From the Register Servers page on the Servers tab download the SUREedge Server Utility
Installer for Linux to the server to be registered. Then execute the following commands in a
terminal or terminal window on the server to be registered to unzip and run the installer:

tar -xvf ./sureedge server utility linux installer.tar

sudo ./sureedge server utility installer.sh --token <TOKEN>

The value for <TokeN> should be obtained from Register Servers page.
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Note: For advanced usage and parameters for the SUREedge Server Utility for Linux and
please refer to the section on

After installation has completed the SUREedge Server Utility is installed it will perform following
operations:

perform discovery on the system being protected;

register the server with the SUREedge DR instance for protection;

submit the discovered system detalils;

start the initial system image capture.

The image capture process transfers the system’s data image to the SUREedge DR instance
from which you downloaded the Server Utility. In a single-instance deployment this is the DR
instance in the target environment. In a dual-instance deployment this will be the site-side DR
instance; and once capture is complete, the image will be automatically transferred to the target-
side instance.

Once a system image has arrived at your DR instance in GCP you can perform recovery; see
Section,” ”

Other Operations

Besides registering new servers, the Register tab also displays the currently registered servers,
along with important information about them, and allows operations on them. This list can be
filtered by column values (as described in ) or filtered by system type or state (as
described in ).

Each line in the Register tab represents a server that has been registered with SUREedge DR,
and provides information about the registered server:
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ﬁ Persistent Augh. 2021 015AM  Sureline

= Register @ Protect £ Recover i Jobs 1B Reports £ Seffings

q Search +
= Regeer R -

(DREGISTER
Al Servers O Tyee P Address DNS Host Hame Plan Group Size Status § Action
TYRE O .'\ 10.128.032 ubuntu18-vip 15568  Skipped
Windows
ISmng O == 10.128.0.41 win2k18-vip 2274GE  Skipped
STATES O A 10.1.07 ubuntu 18-vip 14GB Recovered
Added
Capluring (] == 10.1.06 win2k18-vip 2203GBE  Recovered
ey O R 10.128.0.35 winZk1g-vip 2275GB  Recoversd
Transfeming
Transfemed O --\ 10.1.0.18 centos7-vip 1010.13 MB Capturing
[EETELE O .'\ 10.128.08 ubuntu18-vip 164 GB Failed
Recovered
CECI‘III‘Ig m !! 1N 128 15 232 win Pk 19uwin 7?4 RR Failerd
Cached - 1-100f 10 1
Failed -
The following table provides information of each column on Register page:
Type The Operating System that the server is running (Windows,
Linux)
IP Address The host's IP address.
DNS Host Username to be used to access the host.
Name
Plan Displays the plan (if any) to which the server belongs.
Group Displays the server groups which are collections of servers
that can be treated as one when performing operations (like
recovery).
Size Displays the total size of the data to be captured.
Status Displays the current status of the server.
Action Clicking the three-dot button displays actions that can be
performed on the server represented in the row.

Clicking on a server’s row in the grid brings up detailed information about the server:
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;P Persistent

5 Dashboard = Register

ubuntu18-vip
10.128.0.32

6

Server Information

DNS Host Name : ubuntu13-vip
IP Address 0 10.128.0.32
Type : Linux

RAM :194GB

CPU 2

Port : 25028

05 Name Ubuntu

05 Version 1 18.04

Drives - /. /oootfefi /mnt
DHCP : False

Gateway 1 10.128.0.1
DNS 1 1270053

Subnet 1 255.255.255.255

Aug B, 2021 &17AM  Sureline ~

& Jobs IE Reports

The following table provides Server Information page details:

Parameter Description

DNS Host Name The hostname of the server.

IP Address The host’s IP address.

Type The Operating System (OS) type (Windows, Linux) of the
server.

RAM The memory (RAM) capacity of the server.

CPU The number of CPUs the server has configured.

Port The server’s preferred SSH port.

OS Name The name of the system’s OS.

OS Version The system’s OS version.

Drives The drives attached to the system.

DHCP Indicates whether Dynamic Host Configuration (DHCP) is
used to configure networking on the system.

Subnet The system’s IP subnet.

Gateway The network gateway for the system.

DNS The DNS servers for the system.

Server Operations

The Register tab has an additional workspace toolbar, along with the Register button it also has
options to Delete and Refresh the servers.

To delete or refresh a server, first select the server by clicking on the check-box next to it and
then click on Delete or Refresh button. You can also click on the vertical three dots in the action
pull down menu in actions column to perform the delete or refresh server action.

© 2021 Persistent Systems Ltd. All rights reserved.
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 Persistent Aug5.2021523AM  Sureline ~

2 Dashboard = Register @ Protect 4 Recover i Jobs B Reports & Setfings

= .
= Register

(@reGISTER  [JDELETE  (C'REFRESH
All Servers B Ty P Address DNS Host Name Plan Group Size Status Action
TYPE
'\ 10.1.07 ubuntu13-vip 14GBE Recoverad
Windows
Linux == 101086 winZk18-vip 2203GE  Recoversd
STATUS O &g 10.128.0.35 winZk18-vip 2275GE  Recoversd
Added
Ero [ 10.128.0.32 ubuntu18-vip 15568  Capturing
Captured "\ )
O 10.1.0.18 centos7-vip 1010.13 ME Capturing
Transferring
Transfemed O &= 10.128.0.41 winZk19-vip 2274GE  Capturing
Recoveril
g O 4'\ 10.128.0.6 ubuntu13-vip 1.64 GB Failed
Recovered
Caching | 10 195 15 237 win?k18in 240QR  Failed
Cached - 1 =100 10 1
Failed

Filtering

To the left of the Register Tab you will find filters to restrict the list of servers displayed in the
grid. You can choose to show All Servers by removing any current filtering (1 in the image
below) or to filter by Server Type (2) or Server State (3):

(@reGISTER  [JDELETE  (C'REFRESH

= P Address DNS Host Name n rou Size Status Action
’ A 10.1.0.7 ubuntu18-vip 14 GE Recovered
Windows 2
Linux == 10.1.06 winZk18-vip 2203GB  Recoversd

e

O == 10.128.0.35 winZk18-vip 2275GB  Recoversd
Added
Capluring 3 O .'\. 10.128.0.32 ubuntu13-vip 1.55 GB Capturing
Caplured oA 10.1.0.18 centos7-vip 1010.13 MB Capturing
Transferring
Transferred O &= 10.128.0.41 win2k19-vip 2274GB  Capturing
Recover

= O 4'\ 10128068 ubuntu18-vip 1.64 GE Failed

Recovered
Caching - | 10 128 15 232 win?k A0 in 2240QR  Failed
Cached - 1 =100 10 1
Failed

Only one filter may be applied at a time; to clear any currently applied filters click the All-
Servers item.
The following filters are available for filtering by server type:

Windows Display only servers running the Windows operating system.

Linux Display only servers running a Linux-based operating system

The following filters are based on the system’s state within SUREedge DR:
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Added Displays all the Added servers.
Capturing Displays all the Capturing servers.
Captured Displays all the Captured servers.

Transferring

Displays all the Transferring servers.

Transferred | Displays all the Transferred servers.
Recovering | Displays all the Recovering servers.
Recovered | Displays all the Recovered servers.
Caching Displays all the Caching servers.
Cached Displays all the Cached servers.
Failed Displays all the Failed servers.

© 2021 Persistent Systems Ltd. All rights reserved.
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Exporting the Server List

The Export button can be used to download a spreadsheet of server information in various file
formats (Windows Excel, CSV, JSON and Text). This gives you access to server information in
spreadsheet form for use in tracking, reports, etc.

jj Persistent

Aug B, 202168:20AM  Sureline ~

(DrecisTER [ DELETE
A0l Servers = o F Address DN Host Name Plan Group Siz= st § ooy
TYPE n
10.1.07 ubuntu1-vip 14 GB Recovers: json
Windows
Linuzx -] 10106 winZk19-vip 2203GB  Recoversi eyt
STATUS O Es 10.128.0.35 winZk18-vig 2275GE  Recovered T I
Added

Once you click on Export button, select the file format to export (Excel or CSV or JSON or Text)
the spreadsheet and save the Excel spreadsheet file to your computer. In the following example
Excel file format has been selected to download the spreadsheet:

F B
€ Save As ﬁ
@Uv| @ » Libraries » Documents » - | g | Search Documents yel |

Organize - Mew folder 4= - (7]
7 Favorites = Documents library Arange by: _Folder ~
Bl Desktop Includes: 2 locatiens
-
# Downloads MName Date modified Type
=l Recent Places
& OneDrive = . Bluetooth Exchange Folder 13-10-2019 03:36 File folder
. Custom Office Templates 23-04-2020 18:50 File folder
=3 Libraries | OneMote Motebooks 13-05-2020 12:25 File folder
@ Documents - Simple Sticky Notes 30-06-2020 19:15 File folder
J’ Music o |
[&] Pictures
E Videos
;.;:'Computer Sl | = >
File name:  Servers.xlsx -
Save as type: ’Microsoft Excel Worksheet (*xlsi) VI
“ Hide Folders [ Save ] [ Cancel ]
|

The resulting file is an Excel spreadsheet containing all the information for servers that have
been added to the SUREedge DR instance, as shown below:

© 2021 Persistent Systems Ltd. All rights reserved.

28



(f) Persistent

AutoSave (@ o) Serversads - Protected View - Excel Nilesh Nikam NN
File Home Insert Page Layout Formulas Data Review View Help P search
Al e £ Type &
A B | c | D | E | F | G | H | | | J | K | L | M | N | (0] | P | Q | R | =
|Type lIF Address DNS Host [ Plan Group Size Status

linux 172.16.20C cent7.4-ide check
linux 172.16.201cent8.0-ide -

linux 172.16.201rhel8.0-scs--
windows 172.16.205win2k16-s¢--

linux 172.16.20Crhel7.4-scs--

linux 172.16.51. ubn1804-s --

linux 172.16.201install

linux 172.16.201sles15-x64 -

linux 172.16.207install DevOps
linux 172.16.51. ubn2004-ic DevOps

newone 2.66 GB  Transferred

Cent8
Cent8

6.59GB  Transferred
25.17 GB Transferred
25.87 GB Transferred
1.1GB  Transferred
3.25GB  Added

1.2 GB Transferred
1.33GB  Transferred
1.24 GB  Transferred
5.97GB  Transferred

sheet_name

i) - 1 + 100%

In the spreadsheet, each row represents one server and contains columns as defined below.
Please note that the list is exported to obtain proper format of spreadsheet. Leave fields blank

wherever applicable.

Column Description

Type

Type of Server (e.g. Windows Server, Linux Server).

IP Address

IP address of the server.

DNS Host Name

Username to be used to access the host.

Plan

Plans are collections of servers which are captured, transferred, and
recovered as a group in a plan.

Group Server Groups are collections of servers that can be treated as one for
operations like recovery to be performed.

Size The maximum size (in GB) that the SUREedge DR Store VM should be
allowed to consume for storing captured system images.

Status The current status of the servers.
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Protecting Servers

The Protect tab is where you will be able to define protection for individual servers, create
recovery plans and access information about existing plans and protection details.

The most basic operation for protecting servers is the capture of the system’s data. A complete
copy of the system’s data is a full capture. While a full capture guarantees complete protection,
they are not used on a regular basis by most organizations since they are time consuming and
also require a lot of disk storage.

Incremental capture offers a way to reduce the time required to capture a system image and
reduce the disk capacity needed to store it. Incremental capture only captures the data that has
changed since the previous capture.

The Protect tab displays the server and protection information in a grid:

+ Persistent Aug6, 2021 245AM  Surcline

55 Dashboard = Register @ Protect £ Recover & Jobs 1B Reports % Setiings

O\ Searc
@ Protect

PLAN

All Sarvers D F Address DNS Host Name Plan Group Size Schedule Status o
e O A 10107 ubuntu13-ip 14 O Recoversd
O == 10106 winZk19-ip »3cee (D Recavered
[ I TRE VY win2k19-vip nrmisee Q@ Recavered
] A 10.1.0.18 centosT-vip wiams © Capturing
O A 1012806 ubuntu18-vip 16468 (@ Failed

Each row in the Protection grid represents a server that has been registered for protection. The
grid contents can be filtered by specifying search terms in the search bar above the grid.
Servers can also be filtered by server group or recovery plan using the filters to the left of the
grid.

For each server you can see the following information in the gird:

Type The OS that the server is running (Windows, Linux).

IP Address The server’s (primary) IP address.

DNS Host Name | The DNS name of the server.

Plan Shows the plan (if any) to which the server belongs.

Group Shows any server groups to which the server belongs.

Size Displays the total size of the data to be captured.

Status Displays the current status of the server.

Action Clicking the three-dot action button presents a list of operations that can
be performed on the server, such as setting or adjusting its capture
schedule.
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More information about the server can be viewed by clicking on the desired server’s row:

;P Persistent

85 Dashboard = Register

@ Protect

All Servers

FLANS

O o o o o o

@ Protect

| EE
LN ||

i

£ Recover

P Address

10107

10.1.06

10.128.0.35

101015

1012306

Aug§, 2021 3:45AM  Sureline ~

i Jobs

1B Reports

£ Seffings

PLAN

DNS Host Name Plan Group Schedule  Status 4 Action
ubuniul3-vip 14GB (O] Recavered
win2k19-vip 2203GB G Recovered
win2i19-vip nice O Recovered
centos7-vip 1010.13 MB O Capturing
ubuntu18-vip 164 GB @ Failed

5o 1 > 3l

This displays the Server Information details page:

;P Persistent

55 Dashboard = Register

ubuntu18-vip
10.107

6

Server Information

DNS Host Name : ubuntu13-vip
IP Address 2 101.07
Type : Linux

RAM 1 3.35GB
CPU 1

Port . 25028

05 Name : Ubuntu

05 Version 1504
Drives :

DHCP : False
Subnet : 255.255.255.0
Gateway : 10101
DNS ©127.0.053

@ Protect

Schedule

Images

Aug§, 2021 2:4TAM  Sureline v

The following table describes the parameters of server information details page:

Parameter Description

DNS Host Name The hostname of the server.

IP Address The server’s |IP address.

Type The Operating System (OS) type (Windows/ Linux) of server.

RAM The memory (RAM) capacity of the server.

CPU The number of CPUs the server has configured.

Port The server’s preferred SSH port.

OS Name The name of the system’s OS.

OS Version The system’s OS version.

Drives The drives attached to the system.

DHCP Indicates whether Dynamic Host Configuration (DHCP) is
used to configure networking on the system.

Subnet The system’s IP subnet.
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Gateway The network gateway for the system.
DNS The DNS servers for the system.
Selecting the Schedule subtab displays the details of the server’s protection schedule:

jj Persistent Oct8 2021 150AM  Administrator

02 Dashboard & Register @ Protect £) Recover @ Jobs & Reporis 8 Seffings

ubn1804-scsi-vm-multidisk-onepart-diff-rd 1-ext4-singnic-bios
172.16.201.90

&

Server Information Schedule Images

Operation Type Time Drives Actions
Capture Full Daily at 01:00 (no daily repeat) I.home. Aimp, fboot fraid1

Capture Incremental Daily at 02:00 (no daily repeat) 1.mome. Aimp, iboot fraid1

Edit Protection Schedule

Copyright © 2021 Persisient Systems Limited. All ights reserved

The protection schedule is a list of capture operations defined for the server. Each capture
operation defines a type of image capture operation to perform (full or incremental) and when to
perform it. Taken together all the operations define the desired recovery points available when a
server needs to be recovered.

The following table describes the attributes of a capture operation:

Parameter Description

Type The type of capture to perform (full or incremental).

Time The scheduled time(s) the capture should be performed.

Drives The drives whose data will be captured.

Action In the Action column you can select operations to perform on the defined
operation - Run Now, Run At, etc.
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Clicking on the Images subtab displays details about images that have been captured for the

Server:

C ;O Persistent

25 Dashboard

ubuntu18-vip
10.1.0.7

Server Information

Job Name

Capture_full_2

Capture_full_2_incr_1

Capture_full_5

Capture_full_5_incr_1

SUREedge DR, Version: 6.6.1.20843

= Regisler

Aug 6, 2021 345AM  Syreline v

@ Protect 4 Recover i Jobs B Reports

Schedule Images

App Type Capture Type Size Start Time End Time Actions
0OCB Full 119GE 2021-03-02 10:47:01 2021-08-02 10:42:39 E
ocB Incr 9.13ME 2021-08-02 11:27.01 2021-08-02 11:2818 B
ocB Full 127 GB 2021-08-03 07:47-:01 2021-08-03 07:50:59 B
0CB Incr 96MB 2021-03-03 08:08:01 2021-08-03 08:08:15 B

Copyright © 2021 Persistent Systems Limited. All ights reserved.

The following table describes the parameters of Images details page:

Parameter Description

Job Name The unique job name identifying the specific job that represents the capture
operation performed to obtain the image.

App Type Indicates the level at which the image capture was performed,; this will

always be OCB for system protection.

Capture Type

Indicates the type (full or incremental) of capture operation performed to
capture the image.

Size Displays the total size of the data captured.

Start Time The start time and date for the initiation of server capture operation.
End Time It displays the end time and end date of server capture operation.
Actions In the Action column you can delete the image by clicking on the delete

icon.

Defining Server Protection

For registered servers you can create a protection schedule by selecting the particular server or
group of servers in the grid, clicking on the Protect button in the upper right-hand corner of the
screen and selecting the Schedule item:
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j) Persistent Aug® 2021 242AM  Sureline ~

Al Servers = Add DNS Host Name 4 Gro 2 ed tat Actio
=i A 10.1.0.18 centosT-vip winazve (O Capturing
O A 101017 centosT-vipafiupg wname O Failed
O A 10.128.0.6 ubuntul8-vip 1edce (O Failed
O 5 10.128.0.34 ubuntul8-vip 15508 @ Failed
O A 10.128.0.32 ubuntul8-vip 1508 Failed
O A 10107 ubuntu18-vip 1408 ® Recoversd
emsperpazs 10 = 1- 10 of 10 1

This will bring up the Edit Protection screen:

P Persistent Aug, 2021 903AM  Surcline
55 Dashboard = Register @ Protect
& Edit Profection (O schedule
Type DM S Host Name P Address
A ubuntu18-vip 10.128.06
Scheduling

Retention

Local Copy

Remote Copy

SUREedge DR, Version: 6.6.1.20643 Copyright & 2021 Persistent Systems Limited. All rights reserved

At the top of the page shows the servers that were selected when you clicked Protect ->
Schedule. By selecting multiple servers, you can quickly set the same schedule for many
servers in one pass. All servers that were selected when you clicked the Protect button are
selected in the Edit Protection screen by default; you can refine the selection of servers whose
protection characteristics you wish to set by changing the selection.

Protecting a server involves defining the three components:

e A capture schedule that will determine what types of images of the server(s) to capture
and when to capture them. This determines the granularity of images that are available
for recovery in case of a disaster, which in turn defines the Recovery Point Objectives
(RPOs) available for the server.

o Defining a retention policy that indicates how long images are kept available for
recovery. This determines the window of recovery available for a server, i.e. the
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farthest back in time a recovery point for the server is available, another component of
RPO.

e Enabling or disabling Hot DR for the server(s). Hot DR involves keeping a pre-recovered
image of a server’s data disks available as a virtual device in the target environment.
This reduces the time needed to bring up a copy of the server when a failover is needed,
reducing the Recovery Time Objective (RTO) for a server.

The Edit Protection screen presents three sections corresponding to these three protection
characteristics.
Capture Schedule

The Capture Schedule section shows the list of currently defined capture operations, if any. To
add a new operation, click the Add Capture button:

;P Persistent Aug 6. 2021 903AM  Sureline v
28 Dashboard = Register @ Protect ) Recover
& Edit Protection (© schedule
Type DNS Host Name P Address
A ubunfu18-vip 1012806
Scheduling

Retention

Local Copy

Remote Copy

SURE: DR, Version: 6.6.1.20843 Copyright © 2021 Persistent Sys! Limited. Al ri reserved.
pyrg ystems

This will bring up the Set Schedule dialog allowing you to define a capture operation:
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Set Schedule

Capture Type

Full -
Schedule Type

Daily -
At Time

Hour * Minute *

0 - 0 -
Repeat After

Hour *

Mo Repeat - Minute -

E=)

e Capture Type: Specify the type of image to capture. A Full capture (1 in the image below)
unconditionally captures all data on the system; an incremental capture (2) only captures
files that have changed since the last full capture operation.

ICapture Type \

Full

Schedule Type

Daily

At Time

Hour * Minute =

0 - 0 -
Repeat After

Hour *

Mo Repeat - Minute -

e The remaining sections of the determine when the capture operation will occur. There are
three different types of scheduling available under the Schedule Type pulldown:
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= Daily: To define a capture operation that should be performed every day choose the
Daily item from the Schedule Type pulldown:

Set Schedule X

Capiure Type

Full -

Schedule Type

Daily

At Time
1} - 0 -
Repeat After

No Repeat - Minute -

For a daily capture schedule you can set the time of day to perform the capture in
the At Time section. You can also specify that the operation be repeated within
the same day using the Repeat After section; if no repeat catpure is desired,
select No Repeat.

=  Weekly: to define the capture operation based on the days of the week, choose
the Weekly item from the Schedule Type pulldown:
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Set Schedule b4
Capiure Type

Full -
Schedule Type

Weelkly -
At Time

Hour * Minute *

3 - 15 -
On Days

(] Sunday [ Monday [ Tuesday [ Wednesday [] Thursday [ Friday [ Saturday
SmmE

Choose the time of day when the capture operation should be performed in the
At Time section, and select which days of the week to perform the capture in the
On Days section.

= Monthly: To define the capture operation based on the days of the month
choose the Monthly item from the Schedule Type pulldown:
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Set Schedule 5

Capture Type

Full -

Schedule Type

Monthly -
At Time

0 - 0 -
Cn Days

O1 DO2 O3 O¢4 O5 O O7 Os& Q9 Q1w
O1 Oz O O14 O Ow D7 O Oae D20
021 D22 O23 D24 D325 02 O2r D2 O29 O30
131 [ Last Day

Indicate the time of day when the capture should be performed in the At Time

section and select the days of the month to perform the operation in the On Days
section.

Retention

The Retention parameter determines the number of days for which a captured image is kept at
either site (source or target); by default, images are set to be expired after seven days at each
site. To change the retention window at either site, edit the corresponding value:

Retention

1
2

- o

-

The Local Copy (1) retention value controls the retention window at the source site; Remote
Copy (2) controls the retention window at the target site.

Hot DR

Enabling the Hot DR option causes SUREedge DR to maintain virtual device(s) containing the
latest captured image for a server at the target site.
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To enable or disable Hot DR for a server or servers use the option selector at the bottom of the
page.

Once you are satisfied with the protection parameters for the server(s) you are protecting click
the Schedule button in the upper-right corner (1 below); or, if you wish to discard the changes
you have made on this page click the back button (2).

Editing Existing Protection Schedules

You can edit protection schedules by selecting a server row in the grid and then click on Sever
Grid in Protect:

_jD Persistent Oct 27,2021 231 AM  Administrator v

88 Dashboard = Register @ Protect £ Recover &) Jobs B Reports ¢ Settings

Q earch
@ Protect

@ PLAN

All Servers D Type IP Address DNS Host Name 4 Plan Group Size Schedule Status Action
PLANS

O 6 10.1.1.72 centosB-srv vmware-te-gep  vmware-to-gecp  34.96 GB ® Skipped
vmware-to-gcp

o A 10.1.1.156 centos7-srv vmware-to-gcp  vmware-to-gep  37.21 6B (D) Skipped

D 15 10.1.1.209 centos8-srv vmware-to-gcp  vmware-to-gcp  48.59 GB ® Skipped

|:| (3 10.1.1.190 ubuntu14-srv vmware-to-gcp  vmware-to-gcp  89.36 GB @ Failed

m A 1N 11108 vhontdfens  urmwara. trimen urmaara. tnen G1RGA(O) Fantirad

Items per page: 10 - 1-80f8 1
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P Persistent 0127, 2029 251 AN Administrator ~
55 Dashboard B Register Q Protect & Recover & Jobs @ Reports & Settings
« centosB-srv
101172
Operation Type Time Drives Actions
Capture Ful Dally at 10:30 (no daly repeat) boot home:
Capture Incremental Daily at 00.00. Repeat very Ohr 15min oot home

Edrt Protection Schedule

This will display the Edit Protection page:
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P Persistent 0c127,2021253AM  Administrater

Tyoe DNS Hos Name P Address
= A centost-stv 101172

Scheduling

Add Capture

Capture Type Schedule Information Action

Full Daty - A1 10 hrs 30 mins of e day. No Repeat VAl

Incremental Daily - AL O hrs O mins of the day. Repeat Interval - 0:15:00 78

Retention

Local Copy Dayte)

Remate Copy Dayts)*

M HotDR

Here you can change the protection schedule by adding or deleting capture operations,
adjusting the local and remote retention windows and enabling/disabling Hot DR.

e To add a new capture operation, click the Add Capture button; this will bring up the Set
Schedule dialog for defining the operation’s attributes; see Section: “Defining Server
Protection” for details.

e To delete a capture operation, select the delete icon for the operations in its Action column.

You will be presented with a popup to confirm the delete the scheduled protection:

Delete Schedule X

Are sure you want to delete the schedule 7

To edit an operation (to adjust its capture type or schedule) select the edit icon in the Action
column bring up the Edit Schedule dialog:
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Edit Schedule X

Capture Type

Full -

Schedule Type

No Repsat

Defining Server Protection” for details on editing the operation’s attributes. To save your
changes to the operation click on the Schedule button to update the operation or click the
cancel button in the header to discard any changes.
e To enable or disable Hot DR use the Hot DR toggle button.
When you are satisfied with the changes to the protection schedule click the Schedule button
(in the upper right corner) to save your changes; or click the back button (in the upper left
corner) to discard the changes you have made.

Manually Executing Capture Operations

There are occasions when you may wish to manually trigger a capture operation so that you
have a recovery point for an important moment that’s not included in the server’s regular
capture schedule. For example, you may want to have a recovery point just prior to a software
update, a maintenance operation, or data reorganization; or just after an important data-related
event such as a quarterly data reconciliation or audit.

To perform an off-schedule data capture for a server go to that server’s information page by
clicking on it in the grid, then choose the Schedule subtab:

This subtab lists the capture operations that comprise the server’s protection schedule. You can
trigger any of the operations by clicking the three-dot icon in the Action column and choosing
either Run Now or Run At:

¢ Run Now: Use this option to immediately trigger a capture operation based on the attributes
of the pre-defined capture operation. You will be presented with a popup to choose
attributes for the capture:

e Capture Type: Choose the type of capture to perform, either Full (to capture all data
from the server) or Incremental (to capture only the data that has changed since the
prior capture operation).
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Then click Run to immediately initiate the capture operation or click the Cancel button in the
header to cancel.

e Run At: This option allows you to schedule the capture operation to occur one time at some
point in the future. You will be presented with a popup to define the details for the capture:

e Capture Type: Choose the type of capture to perform, either Full (to capture all data
from the server) or Incremental (to capture only the data that has changed since the
prior capture operation).

e Capture Time: Specify the date and time when the capture operation should occur
using the calendar and time fields.

Click Submit to schedule the capture operation to occur at the specified time or click the

Cancel button in the header to cancel.
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Creating a Plan

Protect Plans are collections of servers which are captured, transferred, and recovered as a
group, along with the attributes changes that will be applied to them during recovery. The use of
protect plans streamlines and automates the recovery process. Servers may be grouped into
plans for any number of reasons: common administrative responsibility or functionality; common
recovery time; common location etc.

Plan creation is performed on the source side of the DR console by logging into the SUREedge
DR instance running in the same environment as the servers to be recovered. Recovery plans
are created and managed under the Protect tab in the SUREedge DR user interface.

Once you have added server, you can protect the new server by clicking on the Plan button.

P Persistent AugB, 2021 B40AM  Surcline

Al Servers = P Add D jost N. + Gro: iz ed Actior
e 5 10.1.0.18 centosT-vip wo1zme O Capuring
O A 101017 centosT-vipafiupg wname O Failed
O A 10.128.0.8 ubuntul8-vip 1edce (O Failed
O 5 10.128.0.34 ubuntul8-vip 15508 @ Failed
O A 10.128.0.32 ubuntu18-vip 15568 (© Failed
] A 10107 ubuntu18-vip 14GB ® Recovered
tems perpags: 100w - 100f 10 o

Clicking on the Create Plan button, will display the following screen:

P Persistent Aug 62021 828AM  Sureline ¥

B8 Dashboard = Ragister D Protect £ Recover i Jobs ® Reports 8 Settings

€ Plan Details

(1) Plan Details Pizn Nan
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P Persistent AugB. 2021828 AM  Sureline ¥

Plan Details

(1) Plan Details

To create a Plan, please follow the steps as mentioned below:

1. Plan Details: In the Plan Detalils field, enter the Name of plan.

P Persistent Aug 6. 2021 1052AM  Sureline >

Plan Details

(1) Plan Details testplan

+ Persistent Aug B, 2021632 AM  Sureline

§8 Dashboard = Register

< Server Selection

Q searen
(1) Plan Detzis
O sever t
(2) Server Selection
il entosT-vi 1018 "y capturing
= centosT-vipaftupg 1 " tailed
4 untut & 128.0.34 ) faied
untut By 128.0.32 Y failed
untut 8- 1 5 recoversd

SUREsdge DR, Viersion: 6.6.1.20843 Capyright © 2021 Persisient Systerme Limitecl All rights resarvec.

—

Click on Next button to continue.
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2. Server Selection: In Server Selection, allows you to select the servers to include in the
plan being created:

P Persistent Augt, 2021 1055AM  Sureline ¥

B8 Dashboard == Register D Protect £ Recover & Jobs B Reports #® Setfings

€ Server Selection
Q101017

(1) Plan Datais
Sarver T

("2) Server Selection
et centosT-vipaftupg 10.1.0.17 Y failed

Select the servers to be included in the plan by checking the checkbox to the left of each
server you wish to be part of the plan. You can also sort the list by clicking on the
column headers, and filter the servers using the search box in the upper right corner.
Click on Next button to define Server Groups and the sequencing of protection
operations or click on Previous button to go back to previous screen.

3. Server Group
The servers within a plan can be subdivided into Server Groups which are collections of

servers within the plan that can be treated as one for the purpose of performing
operations such as recovery. While it is not required that you create server groups there
can be many reasons for doing so — common time for recovery, common functionality,
etc.

Server Groups are instantiated in parallel, and the servers within each server groups are
instantiated in Recovery Sequence Number order.

P Persistent Augh, 2021 1055 AN Sureline ~

8 Dashboard == Register D Protect £ Recower iE Jobs & Reports ¥ Seffings

€ Server Group

(1) Plan Detis

(2) ServerSalection centosT-vinsftupg Servergroup

(=) Server Group

To create a new “Server Group,” click on (+) button, this will bring up the Add to Group
dialog, this will bring up the Add to Group dialog:
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Add Server Group X

Specify the name for the server group you wish to create and click on Add button to
create the server group or Cancel to cancel the operation.

To change the server group for a server, simply choose one from the drop-down in the
Server Group column.

;P Persistent Augh, 2021 1055AM  Sureline

8 Setiings

8 Dashboard = Ragister D Protect £ Recower B Jobs & Reports

< Server Group

(1) Plan Detis

(2) Server Selection centosT-vipafiupg Servergroup v

(%) Server Group

column.

Once you have specified the recovery information for the servers in the plan, click on
Next

button to continue or click on Previous button to go back to previous screen.

4. VM Details
This shows the VM Details screen.
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P Persistent T e o

B8 Dashboard &= Ragister

< VM Details

(1) Plan Details

(2) Serwer Selection centosT-vipaftupg Servergroup 321G8 1 vm-centosT-vipafupg

(3"} Server Group

(4) VM Details

Each server’s virtual machine can have certain attributes specified, such as the number
of virtual CPU cores and memory size. You can also specify the target VM’s name If the
default is not satisfactory.

If a server has undergone discovery by SUREedge DR, then the CPU count and
memory size will be filled in with the discovered values from the source server. Any
discovered values can be changed, allowing servers to be resized as part of the
recovery process, click on Next button to continue or click on Previous button to go back
to previous screen.

5. Storage configuration
This shows the Storage configuration page:

P Persistent Augh, 2021 1056AM  Sureline v

85 Dashboard E= Register D Protect £) Recover i Jobs B Reports ¥ Seftings

Storage Configuration

) Flan Detsils

(2) Server Sslection centosT-vipaftupg Servergroup pd-ssd - default

(&) VM Detsils

1
H
(s Server Group
4
(5" Storage Configuration

You can specify each system’s storage configuration as follows:

Parameter Description

Disk Type Storage type for the disk(s) of the recovered server.
Access Scope The GCP access scope for the recovered system.
Click on Next button to continue or click on Previous button to go back to previous
screen.

6. Target Location
This shows the Target Location page:
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S2AM  Sureline

P Persistent

§8 Dashboard E= Register @ Protect £ Recover & Jobs 2 Reparts

&«

Target Location

) Plan Detzils

Sureedge-QA ~ us-2astl us-2astl-b

- Accelerator .. ™ suresedge-m... ~

) Server Seleciion cantosT-vipsftupg Servergroun

" Server Group
) WM Detsils

(s Storage Cenfiguration

I
d
)
:
:

"] TargetLocation

You can specify each system’s storage configuration as follows:

Parameter Description

Project In the Project name field select the appropriate name of the
deployment project.

Region In the Region field select the appropriate region from the
dropdown list.

Zone In the Zone field select the appropriate zone/ country from the
dropdown list.

Instance Type In the Instance Type field select the appropriate instance type from
the dropdown list.

7. VM Configuration

This shows the VM Configuration page:

_P Persistent

= Register

(1) Plan Details

) Server Selection
) Server Group

) VM Details

) Storage Configuration
) Target Location

"} VM Configuration

@ Protect

VM Configuration

£, 2021 11.00AM  Sureline

£ Recover

centosTvigttupg Servergrous

© 2021 Persistent Systems Ltd. All rights reserved.

The VM Configuration page allows the specification of Project, Region, Zone, Instance
Type, Network and Subnetwork characteristics and sole-tenancy options for the virtual
machines created during recovery. You can specify each virtual machine’s configuration
as follows:
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Parameter Description

Host Name The GCP project where the VM should be recovered.

Server Group The GCP server group where the VM should be recovered.

Sole Tenant Node | Sole Tenant Node should be enabled only if you have Sole Tenant Node

(Optional) features configured for your Project and you wish this system to be migrated
there.

BYOL BYOL option is enabled only for Widows Servers when there is a Sole Tenant
Node in a GCP Project.

8. Network Interface
This shows the Network Interface page:

P Persistent

= Register ® Protect £ Recower B Jobs B Reports 8 Settings

VM Configuration

(7} VM Configuration ° °

You can specify each Network Interface configuration as follows:

Parameter Description

Host Name The GCP project where the VM should be recovered.

Server Group The GCP region where the VM should be recovered.

Network Select a network from the drop-down list to which the named virtual NIC will
be attached.

Subnetwork Select a subnet from the drop-down list to which the virtual NIC will be
attached.

Ephemeral When this option is enabled a recovered server will be assigned an

External IP Ephemeral external IP address when it is created.

When you are done specifying any capture operations click Next to review the plan
configuration, a confirmation popup is displayed as shown in below image:
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Are sure you want 1o save the plan detsits?

Review the plan and click Confirm button to save the plan. The new plan will now
appear in the list of plans under the Protect tab:

d) Persistent Aug6.2021 1102AM  Sureline >
B8 Dashboard = Register @ Protect o i Jobs 1B Reporis & Settings
Q® Protect
All Servers O Typs 1P agarass DNS Host Name 4 Plan Group sizs schneauis status achon
Lans O A 10.1.0.18 cantosT-vip wessme (O Capturing
estplan
8 10.1.0.17 cantosT-vipsfupg testolan Servergroup 1011.37 MB Failed
(] )
O iy 10.1.07 ubuntu18-vip 14563 © Recoverad
O 8 10.128.0.3¢ ubuntu18-vip 15863 © Failed
o ¥i% 10.128.0.32 ubuntu18-vip 15563 © Failed
O iy 10.128.06 ubuntu18-vip 18268 © Failed
g 10 - 1€ < 141 > 3
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Recovering Servers

The Recover tab allows users to select specific servers to be recovered in the target
environment:

P Persistent Ay 2027 A Suraline

B8 Dashboard = Register 'Q Protect s B Reparts & Settings

&) Recover

Al Servers Type F agarsse DN'$ Host Kame Fizn Group 28 Imags stata status J action

TYPE -
15 10.107 ubuntu1E-vip 14568 fee) Recovered
Windows

s [H] 10.1.05 wiin2k18-vip 2228 6B Recoversd

O o o o

PRI [ 10.128.0.35 winZk18-ip 114 GE Recovered

testplan

The Recover tab contains two sections. In the main panel you'll see a grid containing sortable
list of servers arranged in rows, with a search bar above it. The columns show a server’s details
and status, including the presence of recoverable images; clicking a column header will sort the
server list according to that column’s displayed attribute.

Column Description |
Type Type of Server (Windows Server, Linux Server).

IP Address IP address of the server.

DNS Host The hostname of the server.

Name

Plan The plan the server belongs to, if any.

Group Any server groups the server belongs to.

Size The size of captured system image.

Image State The current status of the server's image. A green icon indicates the latest
attempted captured image is available; a yellow image indicates that the
latest attempted capture image is not available, but an earlier image can be
used to recover the server; and a red image indicates that no images are
available, and the server cannot be recovered.

Status The current status of the server.

Action You can perform recovery-related operations on a server by clicking the
three-dot icon and choosing an operation from the drop-down menu.
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On the left is a list of filters that can be applied to the server list in the grid. The following table
describes the various filter options available:

All

Windows

Clear any filters and display all servers.

Filter the server list by operating system

Display only Windows servers.

Linux

Plans

Display only Linux servers.

Filter the server list by Plan

Selecting a Plan name in this section will display only servers in the
selected plan in the main grid.

Filter the server list by Group

Selecting a group name in this section will display only servers in the
selected group.

Status

Filter the list by server state

Added Display only servers in the Added state.
. Display only servers which are currently undergoing a capture operation
Capturing isplay only servers whi u yu going pture operati
(full or sync).
Captured Display only servers that are in the Captured state.

Transferring

Display only servers in the Transferring state.

Transferred Display only servers in the Transferring state.

Recovering Display only servers for which a recovery is being performed.
Recovered Display only servers in the Recovered state.

Caching Display only servers in the Caching state.

Cached Display only servers in the Cached state.

Failed Display only servers in the Failed state.

Skipped Display only servers in the Skipped state.
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Recovering a Server

Recovering one or more servers in SUREedge DR is done by selecting the server(s) to be
recovered and clicking the Recover button. You can use the filtering and sorting mechanisms to
find and select the server(s) you wish to recover.

To recover one or more servers select it/them in the grid and click on the Recover button at the
top:

':P Persistent Aug. 2021 1103AM  Sureline

88 Dashboard == Register

&) Recover

Al Sarvers Type P addrase DN Heat Kame Flzn Graup £S5 Image Stats status J Action

YR A 0107 ubuntu18-vip 14668 & Szcauzrad

Windows

10.1.0.6 winZk18-vip 2228 GB Recowersd

o o o o
a

[H] 10.128.0.35 winZk18-vip 1.4 GB Recouared

To recover a single server, you can also click on its action button (in its Action column) and
choose Recover.
This will open the Start Recovery page:

'_',PPar!i!tant Aug 62021 1105AM  Sureline ~

B8 Dashboard = Register D Protect

&« Server Recovery/Create VM

Serverfimage Details Target VM Details Configuration Netwark Interface

DHS Host Hame VM Name Network *
wm-ubuntu18-vip O SQLPAYG drS61-yn-vip -

Subnetwark

nstance Type
Standard_B1ls - default -

a Unmanaged Disk -

Power On

This page displays the recovery attributes for the server(s) you chose to recover, which you can
examine and some of which you can modify if you wish.

Note that many of the recovery parameters are specific to the environment where the recovery
is being performed — such as storage type attributes, networking options, regions and zones,
etc. The following example shows options available when recovering within the Google Cloud.

Server/image Details ‘

DNS Host Name The server’s hostname.
Host IP The IP address of the server at its source site.
Image Name The name of the capture image used for recovery. By default,

this will be the last image captured; you can choose a different
image by clicking the edit icon.

Image Size The size of the captured data image.

Target Location
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Target VM Details
Name

Project The GCP project where the VM should be recovered.
Region The GCP region where the VM should be recovered.
Zone The GCP zone where the VM be recovered.

The name for the virtual machine being created.

Service Account

The GCP service account that will be used for authentication
while performing recovery operations.

Access Scope
Configuration
Instance Type

The GCP access scope for the recovered system.

The GCP machine type for the VM to be created.

Disk Type

Storage type desired for the virtual disk(s) of the recovered
server.

Node Group (Optional)

The Node Group attribute will be enabled only if you have the
Sole Tenant Nodes feature configured for your Project. Select
the Node Group where you wish the recovered system to reside.

BYOL (Optional)

The BYOL option is enabled only for a Windows Server when
there is a Sole Tenant Node in a GCP Project. Enable this
option to activate the BYOL GCP feature for the recovered
server.

Ephemeral External IP

Network Interface
Network

When this option is enabled a recovered server will be assigned
an Ephemeral external IP address when it is created.

Select a network from the drop-down list to which the virtual NIC
will be attached.

Subnetwork

Select a subnet from the drop-down list to which the virtual NIC
will be attached.

Network Tags (Optional)

Enter any network tags to attach to the recovered server’s
network connection.

Once you have made the desired adjustments to the recovery with attributes click on the Start

Recovery button to start recovery operation(s) (or click the back button in the upper left to

cancel.)

Once Start Recovery is clicked SUREedge DR will kick off the recovery, spawning recovery

operations for the server(s) using the attributes you indicated. The recovery process can take
some time depending on the amount of data to be recovered. You can track the progress and
status of the recovery jobs by navigating to the Jobs tab and selecting the Recovery job type:
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j) Persistent Aug 6, 2021 1108AM  Sureline ~
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TYPE
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- ubuntu18-vip Transfer Aug 2, 2021 10:49 A 17 minutes Completed
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win2k18-vip Transfer Aug 2, 2021 10:58 AM 10 minutes Completed
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Microsoft SQL Server Licensing

There are some cloud-based Windows VM configurations that come with Microsoft SQL Server
included. These Windows VM’s come with both the base operating system and Microsoft SQL
Server software, though they are licensed as separate products. In some virtual environments
the Microsoft SQL Server software is licensed separately from the Windows operating system
where it runs, and as such when recovering VMs in these environments a license will need to be
obtained in order to make the recovered VM usable.
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SUREedge DR will automatically handle obtaining any required licenses for VMs running
Microsoft SQL Server to keep it operational in the recovery environment. The following list
shows the supported Microsoft SQL Server versions on the different Windows OS versions:

Windows 2012 Windows 2014 Windows 2016 Windows 2017 Windows 2019
sql-ser\_/er-2012- sql-ser\_/er-2014- sql-ser\_/er-2016- sql-ser\_/er-2017- sql-server-2019-enterprise
enterprise enterprise enterprise enterprise

sql-server-2012-standard | sql-server-2014-standard | sql-server-2016-express sql-server-2017-express sql-server-2019-express

sql-server-2012-web sql-server-2014-web sql-server-2016-standard | sql-server-2017-standard | sql-server-2019-standard

sql-server-2016-web sql-server-2017-web sql-server-2019-web

After recovery the Microsoft SQL Server license for a VM recovered on GCP can be verified by
checking the detail properties section for the recovered VM in the GCP console. Go to the
details properties by clicking on the VM and then click on the REST properties section.

Below is an example of SQL server screen output for a VM recovered in GCP:

Equivalent REST response

This is the original REST response from the Google Compute Engine service,
.

{
"type": "VIRTIO_SCSI_MULTIQUEUE
T,
{
"type": "UEFI_COMPATIBLE
}
1.
index": @,
"interf
"kind": achedDisk

/astute-backup-1875198/zones/us-central 1-f/disks/sureedge-vm-sgl-server-28158-standarwindows2

1.
"fingerprint®: "JUFJ
"i "5480584898432736902",

"compute#instance”

TISxgeM="

(] Line wrapping
REST APl reference

CLOSE
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Managing Jobs

In SUREedge DR all long-term operations, such as captures, transfers and recoveries, are
tracked as Jobs in the Jobs tab. This allows you to track operations as they progress and get
details about them.

Like other SUREedge DR tabs the Jobs tab is a grid with each row representing a single
operation and the columns providing details:

P Persistent Aug £,2021 11:08AM  Sureline v
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Above the grid is a search bar for searching the list of jobs, and to the left is a table of filters to
restrict which jobs get displayed. The details shown in the various columns are:

Servers The server for which the job is (was) performed.

Type The type of operation (capture, transfer, etc.)
Start The start time for the operation.
Time

Duration | The time consumed performing the operation so far, or the total time taken
for operations that have completed.

Size Displays the amount of data associated with the operation (when
appropriate).

Status It displays the current status of the operation.

Action Clicking the action button gives a menu of operations on the job, such as

pausing or aborting it.

The Jobs grid can be filtered either by typing text into the search box above the grid or by using
the filters displayed on the left:
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Clicking on a filter restricts the jobs displayed in the grid to those meeting the filter’s conditions.
The available filters are:

All Jobs Clear any applied filter and display all jobs.

Type Filters Description

Discover Filter the job list to contain just server Discovery operations

Capture Filter the job list to contain just image Capture operations (both full and
P sync)

Recovery Filter the job list to contain just VM Recovery operations

Transfer Filter the job list to contain just image Transfer operations

Image Caching Filter the job list to contain just Image Caching operations

Other Filter the job list to contain just jobs whose types are not listed above
Running Filter the job list to contain only jobs that are currently running.
Completed Filter the job list to contain only jobs that have successfully completed.
Failed Filter the job list to contain only jobs that have failed.

Added Filter the job list to contain only jobs that have newly added.

Pending Filter the job list to contain only jobs whose start is pending.

Aborting Filter the job list to contain only jobs that are in the process of aborting

operations.
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Aborted Filter the job list to contain only jobs that have been aborted.

Skipped Filter the job list to contain only jobs that were skipped.

Viewing Job Details

To view details of a particular job, click on that job’s row in the grid:
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8 Dashboard == Register '@ Protect £ Recover = Jobs B Reports & Setfings

& Jobs
Duration s status §
All Jobs ] j ]
ubuntuiG-vip Capture Aug 2,2021 10:34 AM 5 minutes 11068 Completed
TYPE
e oo fum 3 20211034 2 22 minu ed
S winZx184ip Capture Aug 22021 10:34 AM 22 minutes 2268 Completsd
“apiure ubuntu1Bvin Capturs Aup 2, 2021 10:47 AM 2 minutes 1.18GB Complated
Recovery
- ubuntu18-vip Transter Aug 2,2021 10:49 AM 17 minutes Complated
ImageCaching ) ) _ )
winZk18vip Transfer Aug 2,2021 10:59 AM 10 minutes Complated
Other
winZk184ip Capture Aug 2,2021 11:27 AM 13 minutes 45224 M3 Complated
STATUS
A ubunty 18-vip Capture Aug 2, 2021 11:27 AM 3 minute 813MB Completed
Completed
Failed
- . 1
Added ! — >

This brings up a Jobs Details page with detailed information about the job:

;.J3 Persistent AugB,2021 11:18AM  Sureline ¥

B8 Dashboard = Register @ Protect 4) Recower i3 Jobs B Reports 8 Setfings

Recovery_Capture_full 1_incr_3
Job Details

e

Job GUID fedfbal-f5dd-11b-0387-8b3=c6783507
Status COMPLETED

Host Name win2i18-vip

|F Address 10.128.0.35

Start Time Aug 5,2021, 11:13:00 AM

End Time Aug 5.2021, 11:40:50 AM

Destination

The Jobs Details page contains two subtabs: Details and Steps. The Details section contains
specifics about the jobs itself: it's unique identifier, the server for which it was performed, its
status, and start and end time. If any errors occurred a summary will be displayed as part of the
job’s status.

The Steps sub-tab displays the progress flow of the operation and specifics to each step,
including when each step occurred, whether the step completed successfully or not, etc:
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:P Persistent Aug . 2021 1118AM  Sureline v

U8 Dashboard ~ ZRegster  QProect  ORecover | Bdobs B Repots

Recovery Capture full 1 incr 3

€ Job Details

) Executng postacton |

‘I‘I Handling ob updzte |

e ‘ Exseuting post ecrip |

4048 AM ‘ Doingresors |
Toget WIName - mind

Job Operations

In SUREedge DR many long-term operations can be paused and resumed as well as cancelled
(aborted). These actions are available by clicking on the three vertical dots icon in the Actions
column:

y Persistent Oct8, 2021 2:03AM  Administrator -
of Dashboard & Register @ Protect £) Recover & Jobs Reports & Settings
Q Search in all fields
& Jobs
Servers Type Start Time Duration Status Action
All Jobs N
win2k19server Capture Oct 8, 2021 12:01 AM 25 minutes 3264 GB Completed
[TYPE
sles123-x64-ide-nolvm-singledisk-default-xfs-singlenic-bios  Capture Oct 8, 2021 12:01 AM 8 minutes 35GB Completed
Discover
Capture WIN-BVIBTR7KO3K Capture Oct 7, 2021 2:00 AM 32 minutes 30.08 GB Completed
Recovery
FERET ubn1804-scsi-ivm-multidisk-onepart-diff-rd1-ext4-singnic-b. .. Capture QOct 7, 2021 1.00 AM 6 minutes 10.55 GB Completed
LKL EZE R win2k19server Capure Oct 7, 2021 12:00 AM 26 minutes 3264 GB Completed
Other
sles123-x64-ide-nolvm-singledisk-default-xfs-singlenic-bios  Capture Oct 7, 2021 12:00 AM 7 minutes 35GB Completed
[STATUS
Running B R e PSR, ot mARs dAA An At eieistan Ana~m N
Completed 10 - -100f13 1 ofz 3y >1
Failed
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\ Abort: Terminates the specified job.

\ Pause: Pauses the specified job.

\" Resume: Resumes a job that was paused.

Reports

SUREedge DR allows you to create several types of reports via the Reports Tab. Reports allow
you to view information about your solution’s configuration and status in order to evaluate your
DR situation. Reports are basically preset filters that report their results in a grid. The
information in the grid can then be viewed and exported to various formats for use in reporting
or other calculations or presentations.

SUREedge offers users two types of reports — Inventory reports and History reports. Inventory
reports center around the configuration of objects — servers, captured images, etc. — that are
part of your DR solution. History reports are about events that occurred over time, such as
capture operations, recoveries, etc.

The Reports tab shows the grid in its normal spot and a list of reports on the left side:

,‘-P Persistent Aug€, 2021 11:34AM  Sureline

88 Dashboard = Register @ Protect 4 Recover i Jobs 1B Reports 8 Settings

E] Reports

Haox Hast Hame Slza Updatad On Statue

tip Type
Inventory
Chent Inventory 10.128.0.41 winZk18-vip Windows  2273GB Aug 8, 2021, 11:31:03 AM Fzilzd
Capture Image Inventory
10.128.0.32 wbuntu 18-vip Linux 1.55 GB Aug 5, 2021, 11:31:03 AM Fail=d
History
Capture History 10.1.0.18 canmeT-wn Linue 1010.86 MB Aug 6, 2021, 11:28:01 AM Failed
Recower History
10.1.017 centosT-vipafiupg Linux 1011.37 MB Aug §, 2021, T:47:00 AM Fail=d
Transfer History
Imape Caching History 10.128.0.34 ubuntu 18-vip Linu 182GE Aug 5, 2021, 5:25:04 AM Failzd
10.128.0.33 win2k18-vip Windows 11.4GE Aug 5, 2021, 11:40:30 AM Recoverad
10.128.15.232 winZk18-vip Windows 1062 GB Aug 4, 2021, 8:18:50 AM Fzilzd
10.128.06 ubuntu18-vip Linwx 1.53 GB Aug 4, 2021, §:15:38 AM Failzd
10105 win2k18-vip Windows  2228GB Aug 5, 2021, T:43:03 AM Recoversd
minT ishintis 18-yin Linine 145 GR Aun f 2071 T-H5N3 AM Racnoumrad
10 -

The following table describes the Reports that are available:

Client Inventory Shows all servers defined in the DR instance.
Capture Image

Shows all capture images currently available in the DR instance.

inventory
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Capture History Shows all capture jobs performed.
Recover History Shows all recoveries performed.
Transfer History Shows all transfer jobs.

Image Caching History | Shows all image caching jobs.

Exporting Reports

Once you have generated a report you can export it in various formats (Excel spreadsheet,
CSV, JSON or text) file by clicking on the Download Reports button:

B8 Dashboard = Register '@ Protect £ Recover i Jobs B Reporis 8 Seifings

E] Reports

HasetIp Haoet Nams Typs L] Updstsd On
Inventory CEV
Chent Inventory 10.128.0.41 win2k13-vip Windows  22.73 GB Aug §, 2021, 11:31:02 AM
Capture Image Inventory JEom
10.128.0.32 wbuntu18-vip Linuzx 1.55 GB Aug §, 2021, 11:21:02 AM
History Text
Capture Histary 10.1.0.18 centosT-vn Linwze 1010.856 MB Aug 8, 2021, 11:25:01 AM
Recover History
10.1.047 centosT-vipafupg Linux 1011.37 MB Aug 5, 2021, T:47-00 AM Fzizd
Transfer History
Imzage Caching Histery 10.128.0.34 vbuntu1g-vip Linux 1.58 GB Aug §, 2021, 5:25:04 AW Failed Ll
10.128.0.35 win2k13-vip Windows 1.4 GB Aug 5, 2021, 11:40:30 AM Recovered
10.128.15.232 winZk18-vip Windows 1052 GB Aug 4, 2021, 5:18:50 AM Failzd
10.128.0.6 wbuntu18-vip Linux 1.63 GB Aug 4, 2021, 5:15:55 AM Failzd |
10.1.05 win2k18-vip Windows 2228 GB Aug 8, 2021, T:43:03 AM Recovered
miny sehwirtie 1 8-win Lirne 148 GR Ann A 2031 T-A5-N3 AM Rerouarad
10 -

Once you click on Download Report button, select the file format to export (Excel or CSV or
JSON or Text) the report and save the file to your computer. In the following example Excel file
format has been selected to download the report:
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F B
€ Save hs M
@Uv|@ » Libraries » Documents » - | g || Search Documents Pl

Organize » Mew folder §= - (7]
7t Favorites - Documents library Arange by: _Folder ~
B Desktop Includes: 2 locations
# Downloads MName Date modified Type
1=l Recent Places
& OneDrive = . Bluetooth Exchange Folder 13-10-2019 03:36 File folder
- Custom Office Templates 23-04-2020 18:50 File folder
- . . . OneMote Motebooks 13-05-202012:25 File folder
o Libraries
@ Documents - Simple Sticky Notes 30-06-2020 19:15 File folder
J’ Music |
[&=] Pictures
E Videos
;.Qn'Computer Sla | = >
File name:  Servers.lsx -
Save as type: | Microsoft Excel Worksheet (*.xlsx) VI
~ Hide Folders [ Save ] [ Cancel ]
A

The resulting report file is an Excel spreadsheet in a format that can be used for monitoring the
status of servers. The spreadsheet is populated with information about servers that have
already been defined, as shown below:

=]

Insert

X Cut

B3 Copy ~
Paste I
¥ Format Painter

Calibri

Clipboard 3

Al -

A B C

Page Layout

Formulas Data Review View

A== - E°Wrap Text

u-|E-|S-a- ==

E= Merge & Center -
Font [ Alignment 5}
f< || HostName

D E F G H |

Q Tell me what you

Servers.xshe - Excel

want to do...

General e

[T
Formatting =
Number

B 2

Conditional Formatas Cell
Table ™ Styles~
Styles

> AutoSum -~

[ Fi-

& Clear~

oy

Insert Delete Format

Cells Editing

v L

Sort & Find &
Filter - Select -

1 [Host Nem_'Type Size

2 |cent8.0-id linux  5.76 GB
3 |debl10.x-s window4.12 GB
4 |deb9.x-sc linux  4.2GB
5 |oel8.x-scs linux  4.06 GB
6 7rhe|7.4sc window 1.15 GB
7 |rhels.0-id linux 5.41GB
8 7s|551237xfwindow 3.83GB
9 |sles123-xfwindow 3.41 GB
10 ubn1404-cwindow 1.72 GB
11 |ubn1804-: linux  10.88 GB

Updated (Status

lan 6, 202: Transferred
Jan 7, 202 Transferred
Jan 7, 2027 Capturing
Jan 7, 202:Failed

lan 7, 202 Failed

Jan 7, 202: Added

lan 7, 202: Added

Jan 7, 202: Added

Jan 7, 2021 Cached

Jan 7, 202:Cached

Servers

Ready

®

H @ O -

3

+  100%

In the spreadsheet, each row represents one server and contains columns as defined below.
Please note that the list is exported to obtain proper format of spreadsheet. Leave fields blank

wherever app

licable.
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Column Description

Host Name Username to be used to access the host.

Type Type of Server (For Example: Windows Server or Linux Server).

Size The maximum size (in GB) that the SUREedge DR Store VM should be
allowed to consume for storing captured system images.

Updated On | Latest updated date and time.

Status The current status of the servers.
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Settings

The Settings tab allows users to obtain detailed information about a SUREedge DR instance
and to set various attributes and features. The settings are grouped into related parameters:
\" Appliance Settings: View and modify attributes of this SUREedge DR instance.

\ Licensing: Manage SUREedge DR licenses.

\ Global Recovery Settings: Set attributes used as defaults when performing recoveries.

\" Job Concurrency: Manage parallelism of recovery and capture jobs.

\ Dual Instance: Set up a dual-instance SUREedge DR configuration (see the section on
Dual Instance for details.)

\" Support: access to information and logs that are helpful in providing information when you
encounter issues with the product and/or are contacting Accelerite support team for
assistance.

\ Advanced: manage settings and access downloads that are intended for advanced users of
SUREedge SUREedge DR, such as the CBT Driver.

P Persistent Aug €, 2021 1137 AM  Sureline ~

B8 Dashboard = Register '@ Protect £) Recover iE Jobs I® Reports

@ Settings Configuration Appliance
= ent Console SUREedge Store VM
Appliance N b
Serial number : BBCBAAEC-E1BE-4100-8802-3502EAF35565
Licensing 5UREedge version : §.5.1.20843
Instancs name : SUREedge
Instance location : EASTUS
Job Concurrency
m Change Ul password
Dual Instance

Support

Advanced
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Appliance Settings
In the Appliance subtab you can access and configure settings of the SUREedge DR instance.

SUREedge Instance

The SUREedge DR Instance tab allows you to examine and modify attributes and parameters
generally related to the specific SUREedge DR deployment you are logged into.

j:) Persistent Aug B.2021 1137 AM  Sureline

B8 Dashboard = Register @ Protect £) Recover 2 Jobs I® Reports 8 Settings.

@ Settings Configuration Appliance

SUREedge Instance Management Console SUREedge Store VM

Serial number : BBCBAAEC-E1BE-4100-8B04-85D2EA535565
Licensing SUREedge version : 5.5.1.20843

Instance name : SUREedge

Instance location : EASTUS
Job Concurrency

m Change Ul password
Dual Instance

Support

Advanced

\" The instance Serial number is used to uniquely identify a deployment of SUREedge DR
and cannot be changed. You will need to provide it when obtaining licenses.

\" The SUREedge Version is the release identifier for the version of SUREedge DR that is
running in this instance. It should be provided if you need to contact support.

\" The Instance Name and Instance Location are informational fields that are displayed on
each page of the SUREedge DR Ul. This is useful when you access multiple instances of
SUREedge DR and help prevent getting confused about which instance you are managing.
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To modify the instance’s name and location strings click the Edit button:

P Persistent Aug 6. 2021 1138AM  Sureline

U8 Dashboard = Register Q Protect

@3 Settings Configuration Appliance
e SUREedge Instance Management Console SUREedge Store VM SURI Hypervisor Configuration
Licensing SUREedge
Job Concurrency EASTUS
Dual Instance ﬂ Cancel
“
Support
Advanced

This displays the name and location strings in editable text entries. Once you are done with your
changes click on the Save button to save the changes or click on the Cancel button to discard
them.

P Persistent Aug€, 2021 1138AM  Surefine ~

B8 Dashboard = Register @ Protect £) Recower i Jobs B Reports 8 Setfings

@ Settings Configuration Appliance
e SUREedge Instance Management Consale SUREedge Store VM 5 ypervisor Configuration
Licensing SUREedge
Job Concurrency EASTUS
Dual Instance ﬂ Cancel
“
Support
Advanced

To change the Ul Password (the password required to log into the SUREedge DR instance)
click on the Change Ul Password button which will bring up a password change dialog:
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Change Ul password x

Please enter the cumrent Ul password and supply and confirm the new password.

Once you reset the password, click on the Update button to commit the change, or click on

Cancel button to retain the old password.
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Management Console

The Management Console subsection displays details about the VM that serves as the

instance’s management console:

Appliance

SUREedge Instance

Management Console

IP Address:
Username:

CPU:

RAM:

Windows VM Name:
Operating System:

10.128.0.20

sureline

4

13.75GB
sureedge-dr-byol-3-windows-vm
Windows Server 2016

SUREedge Store VM

SUREedge Store

Hypervisor Configuration

Store VM

The Store VM section provides details about the VM used for managing the de-duplicated store
for this SUREedge DR instance:

Appliance

SUREedge Instance

IP Address
Username

CPU

RAM

Port

Linux VM Name

Management Console

SUREedge Store VM

1 10.1.0.11

: sureline

12

1 7.78 GB

122

: STORE-650-MB
Operating System : Ubuntu 20.04.2 LTS

SUREedge Store

Hypervisor Configuration

To modify the Store VM details, click on the Edit button. This will bring up a dialog for changing

the parameters used to connect to the Store VM:
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Appliance

10.128.0.41

sureline

22,

m Cance'

SUREedge Instance Management Console SUREedge Store VM SUREedge Store Hypervisor Configuration

The following table describes the fields of SUREedge Store VM:

Parameter Description
IP Address Host IP address.
Username The name of the host.

Store Access Password

The password required for accessing the store.

Port

The port via which the server should be contacted via SSH; by
default, it is 22.

Click on Save button to save changes or click Cancel button, to cancel the change.

SUREedge Store

In the SUREedge Store tab you can monitor and manage the sizing of the SUREedge DR
instance’s de-duplicated store.
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Appliance
SUREedge Instance Management Console SUREedge Store VM SUREedge Store Hypervisor Configuration
Capacity: 315 GB
Space Used: 0
Increase capacity by: 1024 GB

Minimum unused space to be maintained: 200 GB

@ SUREedge Store automatic resizing

Store Space Resize

The following fields describe the current status of the de-duplicated store:

Parameter Description
Capacity Displays total capacity for storing captured data.
Space Used Space consumed by captured data.

The SUREedge Store automatic resizing option enables automatic management (growth) of
the de-duplicated store and is “ON” by default. When this option is disabled and the de-
duplicated store consumes all its allocated space any further recovery replication operations will
fail, and new space will need to be allocated explicitly (see the section on resizing the de-
duplicated store).

Enabling automatic resizing causes SUREedge DR to automatically increase the storage space
for the de-duplicated store by the amount indicated by Increase capacity by (1024 GB by
default) when the available free space drops below the value indicated by Minimum unused
space to be maintained (200 GB by default), up to a maximum of 64 TB (64,000 GB.)

To disable automatic resizing click the option toggle. You will be presented with a confirmation
dialog:

Disable SUREedge Store automatic resizing X

Are you sure you want to disable the SUREedge Store automatic resizing operation?

Click on Confirm button to Disable SUREedge Store automatic resizing or click on Cancel
button to leave automatic resizing disabled.
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If you click the toggle to re-enable automatic resizing, you will be presented with a dialog to set
the resizing parameters:

SUREedge Store automatic resizing X

Automatically increase SUREedge Store capacity before it gets full.

Minimum unused space to be maintained *

200 GRB

Increase capacity by *

1024 GB

Once providing the required details, click on Update button or click on Cancel button to exit.

Resizing the De-duplicated store

To explicitly resize the de-duplicated store, click on the Store Space Resize button and provide
a new disk size for the store:

Store Space Resize X

MNew Digk Size *

=B

When completed, click the Resize button to save the change or click Cancel button to exit.
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Hypervisor Configuration

In Hypervisor Configuration, if the configuration of the project has changed, you can reload the
values by clicking on the Edit button from where you can select the type of Hypervisor from the
dropdown list.

Click on Edit button to select the desired hypervisor from the dropdown.

P Persistent Aug 62021 120PM  Sureline ~
B3 Dashboard E= Register @ Protect £) Recover & Jobs Reports £ Settings
Appliance
SUREedge Instance Management Console SUREedge Store VM SUREedge Store Hypervisor Configuration
Type - Windows Azure
Subscription ID : 07d3b66d-9612-415c-898b-7Te2b598e96a5
» Application ID  : 3d8d9625-8aca-467d-a692-5c2ccae521eb

Directory ID : 1f4beacd-b7aa-49b2-aaa1-b8525cb257e0
Resource Group : DR661-RGR-vip
Storage Account | drG61storagevip
Location . BastuUs
Account Type AzureGlobalCloud

Once, you have selected the desired hypervisor, click on Save button or click on Cancel button
to exit.
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Licensing

Each instance of SUREedge DR must be licensed to perform recovery. If you have not received
your license(s) you can obtain it (them) through your designated contact at Accelerite or by
contacting the Accelerite Support team at support@accelerite.com.

Once you purchase the SUREedge DR, you will need to obtain permanent GUID license. These
licenses are tied to a specific SUREedge DR instance. To obtain your GUID licenses you will
need to supply the Appliance Serial Number to Persistent Systems for all your SUREedge DR
instances after they have been deployed.

Once you have license(s) for your SUREedge DR instance(s) they will need to be installed
before you can perform recovery operations as described below.

The current status of licensing for your SUREedge DR instance is displayed on the Licensing
section of the Settings page:

+ Persistent Auge. 2021 121PM Sureline v

55 Dashboard = Register @ Protect ) Recover

€§3 Settings Configuration Licensing

Appliance Current Used 4
Total Protect Licensed 899

Expiry Date - 20210829
Licensing Appliance 5erial Number - VPOC Appliance
Additional Server Size Quota: 0

Revoked Licenses

4
Upload license file Revoke license

Job Concurrency
Dual Instance
Support

Advanced

This displays the details of the currently applied SUREedge DR licenses:

Parameter Description

Current Used Total number of licenses currently used.

Total Recovery Licensed | Total number of Recovery Licensed purchased/ issued.
Expiry Date License validity date is displayed.

Appliance Serial Number | Serial number of the appliance is displayed.

Additional Server Size Additional server size quota is displayed.

Quota

Revoke Licenses Total number of licenses currently revoked.

Revoke License: Revoke License once revoked; the same license file cannot be used again.
Clicking on Revoke License button, will pop-up the following dialog, where you can provide
license number to revoke the remaining licenses.
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Once revoked, the same license file cannot be used again.
Are you sure you want to revoke the remaining licenses?

Update Cancel

Once entering license numbers to be revoked are entered click on Update button, a
confirmation pop-up gets displayed, click on Confirm button to revoke license.

Applying Licenses

Once you have obtained a license for your SUREedge DR instance you will need to apply the
license.

1. From your web browser, login to SUREedge management console with your login
credentials. The SUREedge Management Console web application opens with the
dashboard page on display.

DISASTER RECOVERY

jo Persistent

Protect business-critical applications on any virtual, container, or physical server with SUREedge DR fo any cloud orfo a
remole site.

= Register Username

6 Protect Password

£9 Recover

For more information see the
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2. Navigate to Settings > License. Various appliance configuration options are displayed
on the appliance configuration page:

-;0 Persistent Aug 82021 124PM Sureline

€§3 Settings Configuration Licensing
Appliance Current Used o4
Total Protect Licensed © 999

Expiry Date o 2021-08-29
Licensing Appliance Serial Number  : VPOC Appliance
Additional Server Size Quota: 0

Revoked Licenses

i
Upload license file Revoke license

Job Concurrency

Dual Instance

Support

Advanced

SUREedge DR, Viersion: 6.6.1.20643 Copyvight © 2021 Persistent Systems Limited. All ights reserved

3. Toupload a new license file, click on the Upload License file button, which will bring up
a File Upload window:

& Open *
« A s ThisPC ¢+ Windows () » Migrator_License w ] O Search Migrator_License
Organize = MNew folder =~ [ @
Mame Date modified Type Size
7 Quick access .
|| f7a46272-acd7-4060-afba-ada8a71a0c02.bin  26-08-2020 18:06 BIM File 1KB
@ OneDrive
> E This PC
[_ﬂ' Metwork
File name: |ﬁ'adﬁl?l-ac-i?--iﬁﬁﬂ-afba-34333?1aOcOP_.bin v| All Files (*%) e

4. Inthe File Upload window, browse to the folder containing the license file, select the
license file and then click Open.

5. Inthe SUREedge License dialog box, click on Submit. The management console
accepts the license file and displays the appliance configuration page.
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Job Concurrency

When performing multiple recoveries in SUREedge DR two or more parallel recovery and
capture jobs will run simultaneously. The Job Concurrency parameter determines the
maximum number of recovery and capture jobs to perform in parallel. The default value is 8 and
the maximum allowable value is 32.

To change the Job Concurrency value, click on the Edit button:

B8 Dashboard = Register P Protect £ Recover i@ Jobs 1B Reports 48 Seffings

@3 Settings Configuration Job Concurrency

Appliance Capturejobs: 8
Recovery jobs: 4

Licensing E

Dual Instance
Support

Advanced

You'll be presented with a dialog where you can change the concurrency values:

,:/P Persistent Aug,2021 126 PM  Sureline ~

B8 Dashboard = Register Q Protect 8 Satfings

@ Settings Configuration Job Concurrency
Appliance o
]
Licensing B
4
Job Concumency
‘ E Cancel

Dual Instance

Support

Advanced

Modify the values and then click Save to persistently set them or Cancel to revert to the prior
values.
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Dual Instance

A Dual Instance Deployment for SUREedge DR involves deploying an instance of SUREedge
DR within the source site, where the systems being migrated reside, which is used to capture
and securely transfer system images to the SUREedge DR instance running in the cloud. The
Dual Instance area of the setting tab gives access to the downloads necessary for setting up a

Dual Instance deployment:

'_'P Persistent

B8 Dashboard = Register @ Protect £ Recover i Jobs I® Reports 8 Settings

Aug B, 2021 127 PM  Sureline ¥

@ Settings Configuration Dual Instance

Appliance SUREedge Onsite installaiion media
1] Download the appropriate on
2] Extract and exscute the low the wizard to create the source SURE=dge instance.
Licensing 3] Once configured the source instance is available to begin operation

& e O e

Job Concurrency

‘
Dual Instance

nstaller to an existing Windows VM. Installers forVMs running in Hyper-\f or ViMware are available below.

Confact Support i
Support To abtain this installer please contact Persistent Systems Customer Support at "support@accelerite.con”, provide the Instance Serial Number and your contact information.
Advanced £ Nutanix ARV @ XEN n OpenStack
' CloudStack ;W KVM
Please refer to Section Dual Instance Deployment, for more information.
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Support

The Support section gives access to information and logs that are helpful when you encounter
issues with the product and contact Accelerite support for assistance. In the Support area you
will find three horizontally placed subtabs:

._P Persistent Aug B 2021 1:27PM Sureline ~

03 Dashboard = Register D Protect 4£) Recover i Jobs B Reports 8 Setings

i:é; Settings Configuration Support

Appliance

" button to collect and download all debug data

Pleaze click "Collect All Logs” butts
o e
CollectAll Logs

Job Concurrency

Dual Instance

Advanced

Collect Logs

There may be a need for the Accelerite support team to view the logs from the SUREedge DR
instance for debugging issues. To access the logs, select the on Collect Logs subtab and click
the Collect All Logs button to collect and download all the log data for the instance. After
clicking the Collect All Logs button a progress bar will be displayed while logs are gathered,
which may take some time to complete depending upon size of the data to be collected. The
resulting file can then be saved and provided to Accelerite support for analysis.

Prune Logs

SUREedge DR keeps detailed logs in order to make problems solving easier. When they
become very large the process of collecting them may become prohibitively long. If you contact
Accelerite support, you may be instructed to prune the logs to shorten the time needed to collect
them.

To prune the logs when requested, select the Prune Logs subtab. You will see an entry for a
date:
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§5 Dashboard = Register @ Protect £ Recover

@ Settings Configuration Support
Appliance Collect Logs | Prune Logs | Contact Support
Licensing 8/5/2021 =

AN logs will be deleted betore the selected date

Job Concurrency
ne Logs

Dual Instance

Advanced

Choose a date for pruning in the Select Date entry; all log entries prior to this date will be
removed. Then click the Prune Logs a button, which will bring up a confirmation dialog:

Prune Logs

Are you sure you want to delete all the logs before the selected date?

Click on Confirm button to prune the logs or click on Cancel button to exit.
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Contact Support

The Contact Support section provides the email address where you should send requests for
assistance from the Accelerite support team. You can click on the link to automatically bring up
your default email program with the proper email address where requests should be sent.

,;P Persistent Augh, 2021 1:29PM  Sureline ~

B8 Dashboard = Register ‘D Protect £ Recower i Jobs 1B Reports 4 Setfings

8 Settings Configuration Support

Appliance Collect Logs Prune Logs | Contact Support |
For any issue, please contact supponi@accelerte com

Licensing

Job Concurrency

Dual Instance

Advanced

For more details, please refer Contacting Support section of this document.

Advanced Settings

The Advanced section of the Settings Configuration page gives access to more sophisticated
features of SUREedge DR.

,:P Persistent Aug,20211:29PM  Sureline ~

§8 Dashboard = Register @ Protect 4) Recover i Jobs B Reports 8 Setfings

8% Settings Configuration Advanced
) Remote Instance Settings Lloud Transfer Bandwidth Throttling
Appliance
Type : SUREedge Instance
Licensing Linux Instance IP Address : 20.55.104.162
Linux Instance UserName : sureline
Fort 2

Job Concurrency

i E DELETE
Dual Instance

Support

Remote Instance Settings

In the Remote instance settings subtab you will see the attributes describing how to connect
to a target-side sever:
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'__P Persistent Aug B, 2021 132 PM  Sureline ¥

H8 Dashboard = Register @ Protect ) Recover

@3 Settings Configuration Advanced

emaote Cloud Transfer Ban ith Throttling
Appliance
Type SUREedge Instance
Licensing Linux Instance IP Address : 20.55.104.163
Linux Instance UserName - sursline

Port 22
Job Concurrency

i m DELETE
Dual Instance

Support

These settings are normally automatically configured for a source-side instance of SUREedge
DR when it is downloaded and installed from the target side. If no remote instance has been
configured and you wish to add a remote connection click the Add button:

_P Persistent AugB, 2021 132PM  Sureline

85 Dashboard = Register Q Protect £ Recover & Jobs & Reports £ Setlings

@ Settings Configuration Advanced

Licensing Remote Instance Settings Cloud Transfer Bandwidth Throttling

No configuration found

Job Concurrency
< E
Dual Instance

Support

@

SUREedge DR, Version: 6.6.1.29688 Copyright © 2021 Persistent Systems Limited. All rights reserved.

This will bring up a form where you can fill in the details of the target instance:
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B8 Dashboard = Register @ Protect £ Recover i& Jobs 1B Reports # Seifings

@3 Settings Configuration Advanced

- Remote Instance Settings Lloud Transfer Bandwidth Throttiing
Appliance ° - b

Licensing
Job Concurrency 20.55.104.163
Dual Instance

sureline

Support

22

M ...
The following fields describe the current status of the Remote Settings:
Parameter Description

Linux Instance IP Address The IP address of the SUREStore VM (linux system) of the
remote instance.

Linux Instance User Name The username to use to access the remote SUREStore VM.
Linux Instance Password The password to use to access the remote SUREStore VM.
Port The port via which the SURESTore VM should be contacted
via SSH; by default it is port 22.

If a remote instance has already been configured and you wish to change or delete it you will
see the details of the connection in the Remote Settings subtab, along with an Edit button and a
Delete button. Note that if you edit or delete the remote instance configuration any
ongoing transfer operations will be interrupted. Clicking the edit button will bring up the
editable form shown earlier.

To clear existing remote instance settings, click the Delete button. Deleting the remote
instance settings will interrupt any ongoing transfer operations and prevent future
transfers from occurring. When you click delete button “Delete GCS Bucket Settings” pop-
up will get displayed:
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Delete Remote settings X

Are sure you want to Delete Remote settings?

Once done, click on Save button to save the changes.

Cloud Transfer Bandwidth Throttling

The bandwidth consumed by transfer operations that occur between SUREedge DR instances
can be controlled. This is useful if you need to restrict the amount of available bandwidth
consumed by your SUREedge instance for image transfer to prevent overconsuming or
swamping the network connection between them. This is done in the Cloud Transfer
Bandwidth Throttling subtab. SUREedge DR’s bandwidth throttling feature divides the week
into Peak and Off-peak time ranges.

Each range can be defined to limit the amount of network resource consumed by image
transfers. The Cloud Transfer Bandwidth Throttling section displays the current throttling
settings:

CP Persistent Aug8,2021 L30FPM  Sureline ~

B8 Dashboard = Register @ Protect £ Recover 2 Jobs B Reports # Settings

8¢ Settings Configuration Advanced
- Remote Instance Settings Cloud Transfer EIanEwidth Throttling

Appliance

Bandwith Throttling
Licensing Peak fime:

Peak days of the week

Paak maximum (KEps)
Job Concurrency Qff-peak maximum [KEps) :

‘

Dual Instance

Support

Advanced
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The following fields describe the current status of the Cloud Transfer Bandwidth Throttling:

Parameter Description

Bandwidth Throttling Displays the status (Enabled/Disabled) of bandwidth throttling

Peak time Displays the times of day considered peak times.

Peak days of the week Displays the days of the week that are considered peak days
when the peak time range is applied.

Peak maximum (kbps) Displays the maximum bandwidth consumption during peak times

(in kbps).
Off-peak maximum Displays the maximum bandwidth consumption outside of peak
(kbps) time (in kbps).

To change bandwidth throttling parameters click the Edit button; this brings up a page where
the parameters can be set:

P Persistent 0ct25,2021 450 40 Administrator -

55 Dashboard B Register Q Protect

@ Settings Configuration Advanced

By default, bandwidth throttling is disabled; to enable it set the Enable Network Bandwidth
Throttling button; to disable throttling altogether clear it. Once enabled you can set your
throttling schedule and bandwidth limits.

In the Throttling Schedule section, you define Peak Times when the Peak Time bandwidth
limits should be applied; all other times are considered off-peak and are limited by the Off-peak
bandwidth limits. Choose the time of day (start to end) of the source DR instance when you wish
to be considered peak time, and which days of the week those times are considered peak time.
In the Settings section specify the maximum bandwidth consumption, in Kilobits-per-second,
that you wish to apply to the peak times and off-peak times.

When you have your bandwidth throttling schedule and values set as desired click the Save
button to apply the configuration; click Cancel to cancel your changes and revert to the prior
settings.
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Proxy VM Configuration

The Proxy VM Configuration section allows you to modify the proxy VM that performs image
caching and recovery by choosing different subnets and service accounts. This can be useful
when performing recoveries across projects.

Navigate to Settings >Advanced >Proxy Image Configuration.

The Proxy VM Configuration section displays the following page:

j') Persistent Aug 30,2021 548PM  Sureline

98 Dashboard B Register Q Protect £ Recover & Jobs I Reports £ Settings

i§3 Settings Configuration Advanced

Appliance Remote Instance Settings Cloud Transfer Bandwidth Throttling Proxy image Configuration

0OS Type windows
Licensing Image name © winproxy20210831105138
Username  sureline
ncurren
Job Concurrency < 05 Type i
Image name - linuxproxy20210831104613

Username surelint
Dual Instance o

Support
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To configure the Proxy VM settings, click the EDIT button to bring up the Proxy VM
Configuration dialog:

Project *

Region *

us-centrall

SubNetwork *

sureline-dev-1264

Service Account *

Proxy VM configuration

The attributes can be set as follows:

Parameter Description
Project The project where the Proxy VM should be instantiated.
Region The region where the Proxy VM should be instantiated.

Service Account

The service account that should be used to authorize
configuration changes, such as creating the Proxy VM

SubNetwork

The network to which the proxy VM should be attached.

Click Save after filling in all the details, or click Cancel to discard any changes and
return to the previous page.
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Dual Instance Deployment

A SUREedge DR Dual Instance Deployment involves deploying an instance of SUREedge DR
within the source site, where the systems being migrated reside, which is used to capture and
securely transfer system images to the SUREedge DR instance running in the cloud. (For
details on when you might want to use a Dual Instance deployment, see the Introduction to this
document.

Installation

If you are going to use a Dual Instance deployment you will first deploy an instance of
SUREedge DR at the target environment (e.g. Google Cloud Platform). Once one instance has
been installed the next step is to download and install the SUREedge DR instance at the source
site. To download the installer log into the deployed SUREedge DR instance, navigate to the
Settings page of the SUREedge DR Ul and select the Dual Instance section:

. P Persistent Aug6, 2021 134 PM Sureline

B8 Dashboard = Register £ s B Repots 8 Setiings

@3 Settings Configuration Dual Instance

Appliance SUREedge Onsite installation media

1] Downlcad the appropriate o
2] Extract and execute the installer.
Licensing 3] Once configured the source instan

an existing Windows VM. Installers for VMs running in Hyper-W or ViMware are available below.
wizard to create the source SURE=dpe instance.
ilable to begin operation.

Job Concurrency

“
Dual Instance

Contact Support

- e Q Ve

Support To obtain this installer plesse contact Persistent Systems Customer Support at “suppert@accelerite.com”, provide the Instance Serial Number and your contact information.

Advanced ¢ Nutanix ARV @ XEN a OpenStack
* CloudStack ’}\; KVM

Here you will find installation media for installing SUREedge DR in various environments, along
with instructions for its installation and configuration

1. First download the appropriate onsite installer to an existing Windows VM residing on
VMware or on the base Hyper-V.

2. Extract and execute the installer. It will present you with an installation wizard to create
the onsite SUREedge DR instance.
Note: For detailed information about installing SUREedge DR for Hyper-V, please refer

the SUREedge Installation Guide 6.6.1 for Hyper-V.
Note: For detailed information about installing SUREedge DR for VMware, please refer
the SUREedge Installation Guide 6.6.1 for VMware.
Once installation of the onsite instance is completed you need to login to the new SUREedge
DR instance using the login credentials which were used during the installation.
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Note that the newly configured onsite SUREedge DR instance will now attempt to initiate
connectivity with the target SUREedge DR instance, which can take a few minutes.
Once complete you can use your onsite SUREedge DR instance to register systems and start

protecting your systems.

SUREedge Server Utility Detailed Usage

The following sections show the detailed usage information for the SUREedge Server Utility on

each supported platform.

Windows Server Utility Parameters

/token=<TOKEN>

Required. The token attribute encodes a process’ or
thread 's security identity. The value for token should be
obtained from the target server.

/serverip=<IPADDR>

Optional. If the server has multiple IP addresses, specify
the IP address you want to use.

/precapture=<PATH>

Optional. The option’s value is the path to a script or
program which will be executed on the Source Machine before
capture is initiated (e.g. to temporarily disable anitivirus software
during the capture process.)

/postcapture=<PATH>

Optional. The option’s value is a path to a script or
program which will be executed on source system after
capture is complete (e.g. reenable antivirus software that was
disabled during capture.)

/postrecovery=<PATH>

Optional. The option’s value is the path to a script or
executable that will be executed on the instantiated virtual
system has been created and transformed in the target
environment. Post-recovery operations are useful for automating
tedious tasks that are needed when a system is cloned or
duplicated, such as dealing with licensing issues, installing or
removing custom components, performing system readiness
tasks, etc.

/exclude=<DRIVE>[,<DRIVE>...]

Optional. The optione’s value is a comma separated list of
drives (for example: E:\, F:\) to be excluded from server
recovery. The data on these drives will not be captured or
transferred to the target site and will not be present on the
migrated server.

finstallpath=<PATH>

Optional. The path where the Server Utility software
bundle should be installed. The default is C:\Program
Files.
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Examples

The example below shows the usage of the server utility when specifying a pre-capture
operation. The /token value should be obtained from the SUREedge DR instance from which
the installer was downloaded. The path to the pre-capture operation script is
c:\prescript.bat:

SUREedgeServerUtility.exe /token=4EA7787H325EA686
/precapture=c:\prescript.bat

SUREedgeServerUtility.exe /token=4EA7787H325EA686
/precapture=c:\prescript.bat

The example below shows the command usage when excluding drives from recovery. In this
example the drives E:\ and F:\ will not be captured nor will the migrated server have the data on
them, or equivalent virtual devices created to represent them after recovery:

SUREedgeServerUtility.exe /token=4EA7787H325EA686 /exclude=E:\,F:\
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Linux Server Utility Parameters

--help

Displays information on the built-in shell commands and exits; no
operations are performed

--token <TOKEN>

Required. The token attribute encodes a process’ or thread 's
security identity. The value for token should be obtained from the
target server.

--serverip <IPADDR>

If the server has multiple IP addresses, specify the IP address you
want to use.

--precapture <PATH>

Optional. The option’s argument is the path to a script or program

which will be executed on the Source Machine before capture is initiated

(For example: to temporarily disable antivirus software during the capture
process.)

--postcapture <PATH>

Optional. The option’s argument is a path to a script or program
which will be executed on source system after capture is complete (For
example: reenable antivirus software that was disabled during capture.)

--postrecovery <PATH>

Optional. The option’s value is the path to a script or executable that will be
executed on the instantiated virtual system has been created and
transformed in the target environment. Post-recovery operations are useful
for automating tedious tasks that are needed when a system is cloned or
duplicated, such as dealing with licensing issues, installing or removing
custom components, performing system readiness tasks, etc.

--exclude <PATH>[,<PATH>...]

Optional. The option’s argument is a comma separated list of path names
to mount points (for example: /mnt, /var/tmp) to be excluded from
server recovery. The data on these drives will not be captured or
transferred to the target site and will not be present on the migrated server.

Examples

The example below shows the usage when specifying a pre-capture operation:

$ sudo ./sureedge server utility installer.sh --token

AEATT787THT25EA686 \

——precapture /home/sureline/precapturescript.sh

The example below shows the exclusion of mount points from the recovery process

$ sudo ./sureedge_server_utility_installer.sh --token 4EA7787H725EA686 \

--exclude /mnt,/share
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Contacting Support

Accelerite Software support provides customer self-solve capabilities. It provides a fast
and efficient way to access interactive technical support tools needed to manage your
business. As a valued support customer, you can benefit by being able to:

\
\
\

Search for knowledge documents of interest

Submit and track support cases and enhancement requests
Submit enhancement requests online

Download software patches

Look up Accelerite support contacts

Enter into discussions with other software customers

Research and register for software training

To access the Self-serve knowledge base, visit the Accelerite Support home page at

https://support.accelerite.com/hc/en-us

Most of the support areas require that you register on the Accelerite Support Portal. Many
also require a support contract.

To register an account at the Accelerite Support Portal, visit

https://support.accelerite.com/hc/en-us

To know more about registration process at Accelerite support portal, visit

https://support.accelerite.com/hc/en-us/articles/202042570-New-user-reqgistration-process

© 2021 Persistent Systems Ltd. All rights reserved.
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About Persistent

With over 13,500 employees around the world, Persistent Systems (BSE & NSE: PERSISTENT) is a global services and

solutions company delivering Digital Engineering and Enterprise Modernization.

www.persistent.com

India USA

Persistent Systems Limited Persistent Systems, Inc.
Bhageerath, 402, 2055 Laurelwood Road, Suite 210
Senapati Bapat Road Santa Clara, CA 95054

Pune 411016. Tel: +1 (408) 216 7010

Tel: +91 (20) 6703 0000 Fax: +1 (408) 451 9177

Fax: +91 (20) 6703 0008 Email: info@persistent.com
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